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B PREFACE

A survival kit to keep in your pocket and in your head

“Dead men have indeed died in vain if live men refuse to look at them
This quotation by the celebrated war photographer Robert Capa
referred to all humans, but can be applied particularly to journalists
killed in the line of duty. We won't dwell on the grim figures here,
but which of us doesn't know a colleague hit by a stray bullet or
deliberately targeted while on assignment?

In war zones, as in times of peace, figures show that international
law is regrettably insufficient to protect journalists. Reporters Without
Borders (RSF) contributed significantly to the resolutions on the
protection of journalists approved by the UN Security Council in
2006 and 2015. But, like the Geneva Conventions, these resolutions
are not panaceas.

Those whose vocation and profession take them into dangerous parts
of the world will never be entirely out of harm’s way, and safety is to a
large extent a matter for journalists themselves, both collectively and
individually. In the collective sense, the establishment of procedures
for editorial staff, the exchange of information among colleagues and
the provision of facilities by organisations such as Reporters Without
Borders are essential.

The Safety Guide for Journalists issued by Reporters Without
Borders is aimed at providing guidelines and practical advice for
all those who risk running into an enemy of press freedom on a
street corner or on a deserted road. Such a situation can quickly
test the difference between a happy-go-lucky journalist who set
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off unprepared and a reporter who packed the right survival kit of
experience and equipment.

In partnership with UNESCO, Reporters Without Borders is bringing
out a new edition of the Handbook for reporters in high-risk
environments. First published in 1992 and updated several times
since, this Handbook has also been issued in French, Spanish and
Arabic and distributed on every continent.

Christophe Deloire
Reporters Without Borders' Secretary General
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A guide that symbolizes coordinated action

The right to free expression is a human right and a basic freedom
enshrined in Article 19 of the Universal Declaration of Human Rights.
In the first place, it is a right in itself — the right to receive and impart
information and ideas through any media — but it also allows all other
basic rights to be freely exercised and protected. Many instances
throughout history have taught us that, when freedom of expression
starts to collapse, other basic freedoms can quickly suffer the same fate.

The first article of the constitution of the United Nations Educational,
Scientific and Cultural Organisation (UNESCO), approved on 16
November 1945, states that its mission is “to promote the free
flow of ideas by word and image”. Freedom of expression and its
corollaries, freedom of information and freedom of the press, are thus
at the heart of UNESCO’s mandate.

Journalists and news organisations are essential participants in
the exercise of this basic freedom, which is why those who want
to impose tight control on public debate and citizens’ right to
information so often target them. The huge number of journalists
killed in the course of their work in recent years — more than 700
since 2006, according to a report presented by the Director-general
of UNESCO at the International Programme for the Development
of Communication on 21 November 2014 — shows the scale of the
problem and the difficulty of dealing with it.

The figures are alarming. According to the UNESCO Director-
general's report, the vast majority — almost 95 percent — of those
killed in the course of their work were local journalists. Most were
not covering armed conflicts, but were reporting on local stories.
Furthermore, in the past 10 years only 6.6 percent of cases involving
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the deaths of journalists have been resolved. This is an impunity rate
of more than 90 percent, which sends out the devastating message
that killing a journalist in order to silence him or her will have few
repercussions for those responsible.

The United Nations Chief Executives Board endorsed a UN Plan of
Action on the Safety of Journalists and the Issue of Impunity on 12
April 2012 as a coordinated response and to motivate all partner
organisations. The Plan of Action is a coordinated inter-agency
mechanism with a multi-pronged approach towards implementing a
global strategy designed to improve the protection of journalists.

On 18 December 2013, the UN General Assembly adopted
Resolution 68/163 on the safety of journalists, which proclaimed
2 November the International Day to End Impunity for Crimes
against Journalists and tasked UNESCO with coordinating the
implementation of the Plan of Action. Since then, various resolutions
have been adopted by the General Assembly, the Human Rights
Council, UNESCO and regional inter-governmental organisations,
which signify the strengthening of safety standards for journalists.

The Plan of Action highlights the importance of raising public
awareness of journalists’ safety and of the issue of impunity, and of
the need to implement safeguards, strengthen the capacity of the
judicial system, the police, the army and civil society in relation to the
obligations and commitments made by governments on journalists’
safety.

Dealing with new threats and challenges to an increasingly
dangerous profession will require the efforts of all those involved.
Among the many measures and good practices implemented to
improve journalists’ safety, the Safety Guide for Journalists issued
by Reporters Without Borders and UNESCO stands out The
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first version, produced in 1992, has been translated into several
languages and updated several times since. More than 20 years on,
the threats facing journalists in 2015 have changed. New dangers
have appeared while others are being better tackled. To cope with
these changes, several new chapters have been added to the Guide.
[t now covers the issue of digital safety, a growing worry for journalists
(UNESCO has just published a study on the subject: Building Digital
Safety for Journalism), safety precautions for those covering natural
disasters or epidemics, and also the problem of sexual violence,
aimed particularly at female journalists.

No single stakeholder can meet the huge challenge of journalists’
safety alone. The Guide is an important body of knowledge and
experience acquired over the years by journalists, news organisations
and groups that campaign for freedom of expression. By gathering
and encapsulating these good practices from many different sources,
the Guide embodies the desire of all partners to join forces and work
more closely together to strengthen every aspect of the safety of
journalists and the fight against impunity.

Guy Berger

Director of the Division of Freedom of Expression and Medlia
Development, UNESCO
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l INTRODUCTION: RSF AND THE
PROTECTION OF JOURNALISTS

In some countries, a journalist can be thrown in prison for years
for a single offending word or photo. Jailing or killing a journalist
removes a vital witness to events and threatens the right of us all
to be informed. Reporters Without Borders (RSF) fights for press
freedom on a daily basis.

From its creation in Montpellierin 1985 to its nomination for the Nobel
Peace Prize in 2014, RSF has grown to become an international
NGO with a presence in all five continents and consultative status
with the United Nations and UNESCO. Nowadays its activities
span the entire globe thanks to its national sections, bureaux in
Washington, Rio de Janeiro and Brussels and a network of more
than 150 correspondents.

Through its daily work and its campaigns, RSF:

»  Defends journalists and media assistants imprisoned or
persecuted for doing their job and exposes the mistreatment
and torture they are subject to in many countries.

*  Fights censorship and laws that undermine press freedom.

»  Provides financial aid each year to around 100 journalists or
media outlets in need (to pay for lawyers, medical care and
equipment) and to the families of imprisoned journalists.

*  Works to improve the safety of journalists, especially those
reporting in war zones, by providing them tailored insurances,
equipment, digital safety training and a 24/7 hotline.
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Fighting for journalists’ safety

RSF played a key role in 2006 and 2015 in getting the United
Nations Security Council to vote resolutions 1738 and 2222 on the
protection of journalists in armed conflicts. RSF now campaigns for
improvements in the implementation of international law, including:

The appointment of a special representative to the UN
Secretary-general on the protection of journalists, with

the task of monitoring member states’ compliance with
resolutions protecting media workers. The adviser would draft
recommendations, alert the Secretary-general of any abuses
affecting news providers and undertake investigations into acts
of violence against journalists in the event that no investigation
has been carried out by the relevant member state.

That the UN Security Council refer to the International Criminal
Court (ICC) the crimes committed against journalists in Syria
and Iraq, crimes that can be regarded as war crimes under
international law.

To ensure protection for all news providers, both professional
and non-professional (bloggers, “netizens”), and both in
wartime and peacetime.

Practical assistance

The safety of journalists largely depends on the precautions they take
while on the job: that is why RSF lends them helmets, bulletproof
vests and GPS personal locator beacons, offers digital safety training
and insurance for freelance reporters.

=» To enquire about this equipment, email assistance@rsf.org.
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A guide for everyone working in news and information

RSF offers reporters this handbook, published in partnership with
UNESCO and translated into several languages. It is aimed mainly
at journalists who travel to dangerous spots and provides practical
advice on how to avoid pitfalls in the field, as well as highlighting
international legal standards protecting press freedom.

The guide does not claim to be exhaustive or infallible, but it contains
practical advice to follow before, during and after an assignment
in dangerous areas. It is aimed at all those who work in news and
information. The murders in 2014 of the U.S. journalists James
Foley and Steven Sotloff, who were freelancing in Syria, were a sad
reminder of the growing risks facing freelance journalists who travel
on their own initiative to hostile parts of the world.

With this in mind, some 60 news outlets and journalists’ protection
organisations — including RSF — met in New York in February 2015
to draw up an employers' code of conduct designed to protect
freelance journalists on dangerous assignments. Chapter 5 gives
details of this international effort and some examples of action taken
by several news organisations to improve journalists’ safety.
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Hl CHAPTER 1: THE GROWING RISKS FOR
JOURNALISTS

High-risk assignments for journalists mean working in conditions
where the likelihood of physical harm (death, injury or serious illness)
is significantly higher than normal. These include:

. Hostile environments: dictatorships, zones of conflict,
insurgency or high crime, and also regions of extreme
climate or terrain (jungle, polar regions, desert).

. Dangerous events, such as violent demonstrations,
riots, terrorist attacks, or chemical, biological or nuclear
accidents, natural disasters (earthquakes, hurricanes,
floods) or pandemics.

*  High-risk activities such as investigations into terrorist
groups, mafias or violent extremists and/or working under
cover.

Journalists as targets

More than 750 journalists have been killed since 2005 in the course
of, or as a result of, their work. They have been targeted because they
are journalists and their stories and investigations are a threat to the
propaganda of one side or the other. Syria provides a sombre case
study of such persecution. Since 2012, it has been among the three
most deadly countries for journalists, and editors are increasingly
reluctant to deploy staff there in light of the growing risks that they
might be kidnapped, taken hostage or even beheaded.

The rapid progress in information and communications technology
has given rise to a new danger for journalists: surveillance of their
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activities and interception of their data. Digital safety is a constant
challenge and we devote a whole chapter (Chapter 4) to it in this
edition.

Female journalists face a two-fold threat

As the media have increasingly opened up to women, another danger
has arisen: sexual harassment and violence. A violent attack on a war
reporter from the CBS television network in Cairo’s Tahrir Square
in 2011 helped to remove the taboo on sexual violence against
female journalists. According to a study by the International Women'’s
Media Foundation (IWMF), carried out among 977 female journalists
between August 2013 and January 2014, almost one respondent in
two said they had been the target of sexual harassment in the course
of their work. Although such pressure occurred mainly in the office, it
also happened on reporting assignments and at press conferences. In
the same study, one respondent in seven said they had been subjected
to physical harassment — mainly molestation — and eight in 10 said they
did not report the incidents, with some saying they feared that would
make them more traumatising.

The Director-general of UNESCO, Irina Bokova, has described such
violence against female journalists as a “double attack’, as a result of
their sex as well as their profession. In the light of this, UN Security
Council resolution 2222 passed on 27 May 2015 notes the “specific
risks” to which female journalists and media workers are exposed in
the conduct of their work and calls for the importance of gender when
considering measures to ensure journalists’ safety during armed conflict.
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Il CHAPTER 2: PLANNING AND PREPARATION

Before setting off on an assignment in a dangerous area, you must
be prepared physically, mentally and logistically. This means gathering
information, assessing risks, choosing “fixers” and trustworthy
contacts, and working out safety and communications procedures
for use while you are travelling.

1. LOCAL KNOWLEDGE AND RISK ASSESSMENT

Find out as much as you can about the place where you intend to
go, such as security and social, political and health conditions, as well
as the climate, media and infrastructure. Familiarise yourself with the
culture, customs and codes of dress and behaviour. This will help you
better understand your surroundings and integrate more easily.

To gather as much information as possible, you should contact:

*  Local news organisations and colleagues who are already
there or who have recently returned. Through word of
mouth you should be able to find a fixer and a driver,
as well as somewhere to stay and places to go. There
are journalists’ discussion groups on social media for
exchanging advice, such as the Vulture Club on Facebook.

»  Diplomats from your own country and representatives
from the United Nations or NGOs working in the area.

*  Researchers, humanitarian workers and military personnel
familiar with the area.

*  More experienced journalists — ask them how they would
approach the assignment.
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Find out what permits and accreditation you need for the country or
region. The bureaucracy could be tedious and time-consuming, but
once you arrive in the country or find yourself stopped at a checkpoint,
you will be relieved that you have the right permits.

A Assess the risks carefully

Before leaving, ask yourself these questions:

» Do I know enough about the place where | am going? In
particular, am | aware of how they behave towards women,
towards different social or ethnic groups, and so on?

* Is the subject sufficiently newsworthy to justify the risks
that | am taking?

*  What are the potential risks and how well prepared am | to
cope with them?

*  Have | worked out a procedure to stay in contact with my
newsdesk and my family?

*  Dolreally wantto go and am | physically and psychologically
ready?

/A Know your limitations: if an assignment appears difficult and you
do not really want to go, speak to your manager or a family member.
Listen to your instincts and do not force yourself to go.

The BBC, and the Rory Peck Trust which helps freelance journalists,
both recommend carrying out a written assessment of the hazards
that the assignment might entail and the steps that can be taken to
minimise them. These might include health, climate, infrastructure,
crowds, conflict, risk of kidnapping, bomb attacks, etc.
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The Rory Peck Trust (www.rorypecktrust.org) and the International
News Safety Institute (www.newssafety.org) have checklists and
sample documents on their websites to enable you to carry out your
own risk assessment and establish a procedure for communicating
with your newsdesk and other key contacts, so that you can keep
them informed and sound the alarm in the event of an emergency.

Risk of embedded reporting

In order to cover an armed conflict at close quarters, many
journalists recommend being “embedded” as a safety measure.
This means asking a military unit, either from the regular army
or arebel group, to be embedded with them for the assignment
and thus benefit from their protection. However, there is a
danger of coming under fire or attack from the other side. For
this reason, it is recommended that embedded journalists take
extra care in areas of gunfire and always wear clothing that
distinguishes them from the troops, avoiding battle fatigues
and carrying a sign with the logo “PRESS" or “TV". It is worth
recalling that journalists working in areas of armed conflict
are considered as civilians under article 79 of the Geneva
Conventions (see Appendix 1) and should be protected as
such, provided they take no part in the hostilities. Journalists
should also be aware of the danger that may come from within
the group in which they are embedded. Women journalists, in
particular, should take account of the risk of being sexually
harassed by regular or rebel soldiers.
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2. HEALTH PRECAUTIONS

Only travel to a dangerous area if you are in good physical and
psychological health. Plan well in advance. Some vaccinations must
be carried out three weeks before departure.

v \Visit you doctor for a complete health check-up. Tell your
doctor if you are taking medicine or if you are pregnant
or liable to become pregnant. Some medicines may be
contraindicated if you are.

v See a dentist. It's a good idea to avoid toothache while
you are in a war zone.

v Update your vaccinations and note them in your
international vaccination card.

« Be aware of your blood type and any allergies you may
have. Note these in your identity documents.

1 f you are taking medication, ensure that:

*  You have copy of your prescription with the international
generic name of the medication.

*  You have twice the quantity of medication required for the
duration of your mission.

*  You keep your medication within reach.

Update your standard vaccinations:

. Diphtheria, tetanus, polio
* Whooping cough

. Measles, mumps, rubella REPORTERS WITHOUT BORDERS | 18



Country-specific vaccinations - some are compulsory (seek
advice from the health authority in your home country)

*  Yellow fever (sub-Saharan Africa and Amazon region)

«  Typhoid fever (developing countries)

*  Hepatitis A (developing countries)

*  Hepatitis B (for long trips)

*  Rabies (for remote areas)

«  Japanese encephalitis (rural areas in India and Southeast
Asia)

«  Tick-borne encephalitis (temperate areas of Central and
Eastern Europe)

«  Meningococcal meningitis groups A+C+W135+Y (Sahel.
Compulsory for Mecca)

=» Visit http://www.pasteur.frlen/ for recommended vaccinations
by country.

Malaria prevention

Malaria is a major health problem worldwide, mostly in the tropics
and especially sub-Saharan Africa. The World Health Organisation
(WHO) says there are 200 million cases a year and at least 500,000
deaths. Steps to prevent it vary according to the part of the world and
the length of stay. Just as for tourists, it is based on:

«  protecting against mosquito bites (repellent sprays, mosquito nets)
»  taking pills throughout the trip and upon returndiagnosing fever and
managing attacks.
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3. FIRST AID AND HOSTILE ENVIRONMENT TRAINING

You are advised to take a first aid course and refresh your knowledge
regularly. The course, which may be given by the Red Cross or Civil
Defence, will teach you how to respond in an emergency. On its
BBC Academy website, the broadcaster has posted a video that
demonstrates how to deal with, for example, severe bleeding from a
lower limb or a chest wound.

Some editors and insurers also encourage journalists to undergo
hostile environment training, which usually takes several days and is
supervised by former soldiers. The journalists learn, for example, how
to detect mines and how to move around in a combat zone, and are
subjected to a simulated kidnapping. Private companies usually give
such training courses, but the French Defence Ministry also provides
two per year that are free of charge. The organisation RISC (www.
risctraining.org) also provides free training, financed by donations,
for freelance journalists working in dangerous areas. There is a
list of such organisations in Appendix VII. The International News
Safety Initiative, launched by the International News Safety Institute
(INSI), organizes courses in countries such as Egypt, Lebanon and
Democratic Republic of Congo, where the dangers for women are
especially significant. Its courses are constantly adapted to take
account of the challenges that women face in their country. No
course is identical, but all take hostile environments and cultural
factors into consideration.

There is a list of organisations offering courses in Appendix VII.
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4. FINANCES, FORMALITIES, FAMILY: SET OFF WITH PEACE OF
MIND

Insurance

If you are working as a freelancer, make sure you have insurance
to cover illness, repatriation, disability and loss of life. Take time
to compare policies and make sure they are compatible with the
conditions of your assignment. Some do not cover risks associated
with war, terrorism or demonstrations. Find out whether the policy can
be changed while you are on assignment, for example to add another
country or risk category. Keep your insurance company’s emergency
contact details on you and make sure you know the procedure to
request repatriation in the event of an accident or health issue. Also
give your key contacts this information before you set off.

=¥ Note: RSF offers insurance coverage tailored specifically for
Jjournalists going on dangerous assignments (see Appendix VI).

Finances, estate and personal life

Before leaving, settle all financial and business affairs that could
be a cause for concern during your assignment, such as your tax
declaration or life insurance. You should also try to settle any disputes
with family or friends to prevent unresolved quarrels from affecting
your morale or concentration while you are away.

Digital security

If you are kidnapped during your assignment, one of the first things
your abductors may do is to enter your name in a search engine to
find out more about you. For this reason we suggest you have a
thorough clear-out (see Chapter 4):
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* Leave with as “clean” a digital identity as possible, online
as well as on your laptop and smartphone. Bear in mind
that women, in particular, may be subjected to harassment,
blackmail and smears. So don't carry family photos, for
example.

*  Determine what are the most significant risks and the most
sensitive data.

* Install digital safety tools and learn how to use them.

As you could lose your identity documents during your assignment,
or you may need to prove at some stage that you are a journalist,
not a spy, you are advised to create your own password-protected
private Web page to which you should upload some of your personal
documents (such as your identity card, passport and medical
prescriptions) and information about your status as a journalist
(such as your press card and a letter of assignment from the editor).
To create this page, all you need to do is open a blog on a free
platform such as Wordpress, create a page or an article, upload your
documents, then, in the advanced settings, select “Visibility: Private”
or “Password protected” before publishing. You could also just create
a new email account specifically to host a copy of your documents:
upload these in a draft and memorise the password to that new
account (Note: this password must be unique and must not make
it easy to guess the passcodes to your other accounts). In case of
abduction, you could tell your abductors to check that email or that
web page to confirm your identity.
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5.  PREPARING YOUR KITBAG: CHECKLISTS

x

Keep a basic kit for reporting in high-risk areas.

This basic kit shows the key items to take in high-risk areas. It
has been put together by the AFP news agency with help from
specialists, including military experts, and ideally should be
kept packed at all times and ready to be adapted and topped
up according to circumstances.

* Press vest and bulletproof

vest (If your employer
has no bulletproof
vests, they can be
borrowed from various
organizations including
Reporters Without
Borders.) Press vests
and bulletproof vests
designed for women are
available.

* Light helmet

* Insulated blanket

* Coloured glowsticks /
lightsticks

* Snap links

* Toilet waste bags

* Multi-function tool

* Head lantern with white,
red and blue beams

* Dark rucksack with
several pockets and loops
for attaching accessories

» Gas mask

* Oxygen mask

* Multiple plug adapter

* Strong adhesive tape

* Super glue

* Padlock

* Hand and ear warmers

» Compressed tee-shirt

* Protective eyeglasses

* Pocket flashlight

* Wind-up flashlight

* Zip lock bags

* Flat Swiss-style knife

+ Saline solution

* Lighter

* Foldable cutleryEarplugs
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@ Don’t forget:

2 USB flash drives for a quick backup
1 universal charger for use in a car
1 international adapter for electric sockets

/A Banned: anything in camouflage print and knives (use a
multi-function tool instead)

Important documents (also take photocopies)

Clothing:

Passport, valid for at least six months. If you are travelling
to countries with incompatible visas, consider obtaining a
second passport.

Press card

A card showing your blood type and any serious allergies
International vaccination card

International driving licence

Road maps and city street maps

List of emergency contacts, including your newsdesk,
consular authorities, hospitals, assistance organisations etc.
Local and international currency in small denominations,
distributed among several pockets

discreet, durable and appropriate for the climate

Comfortable, solid and waterproof walking boots

Light, neutral-coloured trousers (not khaki)

Tee-shirt — for women, a long, loose-fitting shirt or tunic
Jacket of a neutral colour (not khaki)
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Waterproof jacket

Scarf or head covering as a protection against sand, tear
gas etc.

Bracelet with blood type marked on it

No valuable objects such as watches, gold chains or rings
A whistle in case of personal attack or to indicate one'’s
presence

AFP suggests having two kitbags. The idea is to be able to run about
500 metres or yards with the entire load on one's back. The bags
should not be too heavy and should have many pockets. One, containing
nothing essential, can be left is a hotel room while the second is carried
at all times. Don't forget that anything inaccessible is useless.

In the first bag you should have:

A sleeping bag suitable for the temperature, and a mosquito
net in areas where malaria is endemic

A spare pair of light shoes such as trainers or running shoes
Spare trousers

A shirt for more formal occasions

Three or four spare pairs of underwear

Personal care items: soap, toothbrush, micro-fleece towel
(for quick drying)

Sanitary protections for women

Small packets of wipes

Combination padlock

A tube of Super Glue to repair broken equipment

A small sewing kit

Small zip lock bags for waterproof storage
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In the second, which you should keep on you, you should
already have your basic kit ready:

Important documents and money

Phone kit: charger, battery, international power adapter. Your
emergency number should be stored on a shortcut key
Compass

Map

Notebook and pencils

Sunglasses, hat and sun cream

Anti-bacterial hand gel

Water purification tablets

Mosquito repellent

Packets of wipes and tissues

Small zip lock bags for waterproof storage

Safety equipment:Press armband or other removable ID
Gaffer-type tape to use for writing PRESS or TV on any
surface

Protective equipment such as bullet-proof vest and helmet
Noise-reducing earplugs

Swimming goggles for protection against tear gas
Mask that covers the face and nose

Survival equipment

Swiss knife

Lighter

Head lantern with spare batteries or wind-up type
Cereal or energy bars

Bottled water

String

Survival blanket
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First aid kit:

Medication; painkillers, antidiarrhoeals, broad-spectrum
antibiotics, antispasmodics, antiallergics, antimalarials. If
possible, take products that can be administered without
water.

Tourniquet to stop bleeding in an emergency. Make sure it
is practical, light and can be applied with one hand, i.e. on
oneself.

Haemostatic cushion for use on haemorrhages. This should
be used instead of a tourniquet where possible and can be
applied to wounds to the head, neck and body.

Antiseptic, for disinfecting wounds.

Adhesive sutures for cuts

Sterile compresses

Microporous sticking plasters

Dressings that can be cut to size

Emergency scissors for cutting clothing or dressings
Compression bandage

Elasticated bandage

Gel for burns

Instant cold packs to relieve bruises and sprains

Protective breathing mask

Protective plastic gloves

Saline solution suitable for use on the eyes and in the nose
Safety pins

Tweezers

Plastic bag for rubbish
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REMEMBER :

BEFORE LEAVING

Make sure you are vaccinated, in good health
and trained in first aid and safety

Assess the risks of the assignment and prepare
for the worst

Ensure your family is forewarned and safe

Draw up a checklist of what you need to take
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B CHAPTER 3: KEEPING SAFE ON
ASSIGNMENT

The circumstances of each reporting assignment are different, but
there are a number of general rules that can be applied:

Be humble: over-confidence can be dangerous. Approach
each assignment as if it is your first. Be modest and
respectful, of other people and local customs.

Be prepared: anticipate the risks. Find out as much as you
can about the culture of the country and the region in order
to blend as much as possible into the environment. Besides
physical differences, differences in behaviour can easily
give you away in some countries, such as smoking during
Ramadan or holding out your hand to greet a woman.

Use common sense: learn to trust your instincts. Be careful,
discreet and aware of any warning signs. Don't let adrenalin
or the drive for recognition carry you away. A story or a
photo is not worth your life.

1. ACCOMMODATION, TRAVEL AND COMMUNICATIONS

It is always better to be met personally on arrival, at the airport for
example, by a colleague, a fixer or other trustworthy local contact. He
or she can also advise you on what to do next.

Choice of accommodation

The main criterion in choosing where to stay should be whether it will
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allow you to work in safety. It may be a hotel or a private house, but
the point is that it should provide you with sanctuary.

In some cases it is better to stay in an international hotel with a
high level of security where you will be among other journalists. But
there are circumstances where this type of hotel, especially if political
and religious officials often stay there, could be a prime target for
bomb attacks, whereas a small hotel or a room in a private house
would allow you to work in peace and out of view. As part of your
preparation, identify places to stay before you leave (see Chapter 2)
wherever possible. Bear in mind also that, in certain countries, women
may be subject to special restrictions as regards accommodation.
Make sure you know the local norms in order to be able to choose an
appropriate kind of accommodation for women reporters.

Some basic tips: avoid choosing a house, apartment block or hotel
in a remote area, on a one-way street or in a dead end. Avoid the
ground floor or a room with a balcony, which could make it easier for
someone to get in. Do not put your name on the main door.

A few things to bear in mind if you have the luxury of choosing a
hotel: admission to the building should be controlled both day and
night, it should have outside lights and solid locks, windows and
doors, the latter equipped with peepholes. A main road and an airport
nearby will allow you to leave town quickly if need be. Avoid rooms
at the front of the building or looking onto a car park, which could be
more vulnerable to attack. Instead choose a room at the back of the
building or on a courtyard and identify all possible exits.

Once you have settled in: locate all the entrances and emergency
exits. Check all locks each night and close the shutters and curtains
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as soon as it gets dark. Check the identity of anyone who comes
to the door before opening it. If there is a high risk of an attack or
explosion, move the bed away from the window, out of the way of flying
glass. Get a wedge to block the door from the inside, and possibly an
intruder alarm. Locate a safe room to which you may be able to move
to escape gunfire, bomb fragments or attackers. It should have no
windows — a bathroom, for example — and should contain stockpiles
of water, food and energy, and a means of communication such as
a telephone.

=» Note: Bear in mind that you can’t be sure of your privacy and
a safe is no guarantee that your documents or equipment
are secure. Encrypt your data and secure your computer and
telephone (see Chapter 4 on digital safety). Finally, try to keep
your room perfectly tidy so that you will notice any signs of
intrusion.

Getting around and choosing a driver and car

Choosing a driver: assess his experience and how tired he may be
(his licence plate will tell you if he has driven far), look into his eyes.
Have the upper hand, and if he drives dangerously don't assume that
this is the norm in the country. He has your life in his hands.

Choosing a car: the top-selling model in the region is often a
good option for blending into the crowd. Do all the basic checks
— mechanical condition, tyres, engine oil, brakes, spare wheel and
jack. Once you have made your choice, France Médias Monde — the
French media group that includes the international radio station RFlI
and TV news channel FRANCE 24 — advises taking a photo of the
driver with the car, with the make and licence plate clearly visible, and
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send it to a contact in your home country. The photo could turn out to
be useful if you disappear or are kidnapped.

A Guidelines for moving around:

Don't follow a routine as regards times, routes and places,
which could increase the likelihood of being ambushed.
Before you set off, tell a local contact where you are going.
Do not give your itinerary to the driver until you are inside
the car, the doors are closed and he has pulled away. If
possible, only let him know your plans for the day a little at
atime.

Agree on a secret signal with your dedicated driver so that
he can warn you if there is a threat and you should not
approach the vehicle.

If another driver turns up unexpectedly in place of your
appointed driver, do not get into the car, even if that means
you have to change or give up on your reporting plans.
Similarly, if your local fixer does not arrive for a pre-arranged
meeting, this could mean there is a problem or imminent
danger. Wait for him or postpone your plans for the day. Do
not be tempted to go without him, or to take another fixer
instead at short notice.

In a team, one member should be responsible for regularly
checking the car for the duration of the assignment and
making sure it has fuel.

Drive with the doors locked and the windows closed,
keeping some distance from the vehicle ahead of you.
Beware of staged accidents that are designed to force your
car to stop.

Do not park in places that are not supervised.
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» Do not put yourself entirely in the hands of your driver. Make
sure that you can always figure out where you are in time
and space, for example by having a map and GPS with you.

Communication with your home country

Stick to the pre-arranged procedure to keep your key contacts, such
as your newsdesk, colleagues and family, informed about your plans,
movements and any problems that arise. Have a fallback arrangement
in the event that you can't contact them as arranged.

=» NB: don't spend a long time on the telephone and make sure
your communications are secure (see chapter 4) to reduce
the risk of interception or digital surveillance.

In order to ensure your family life is stable and peaceful on your return, keep
in contact and remain on good terms with your family as best as you can.
Try to put your assignment out of your mind when you talk to them. Keep
in mind that the problems they have to deal with may seem unimportant
to you but are no less valid than the story and the excitement that you are
experiencing in the field. Those close to you still have to cope with day-to-
day concerns, which may in fact be caused by your absence.
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REMEMBER:

AS YOU SETTLE

v Choose your fixer, driver and
accommodation carefully

v Avoid routine and do not move around
alone

v Be smart when communicating with your
newsdesk and family
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2.  SAFETY PRECAUTIONS IN WAR ZONES

Getting around

Travelling in a combat zone is always very tricky and must be very
carefully planned.

Before setting off

Prepare and check your vehicle (or have it checked) for
its general condition and make sure it has a full tank of
petrol, repair tools and common spare-parts.

Put together a “survival kit” (warm clothes, a duvet, first-
aid kit, water and food).

Assemble official documents, such as press cards and any
relevant laissez-passer.

Study the route on a map.

Check with colleagues, authorities and NGOs about any
dangerous areas.

Identify the location of checkpoints and who mans them.
Find out what warning signals the military uses and what
to do at a checkpoint.

Check any curfew times.

If you have to sleep rough, stay in your vehicle with the
doors locked from the inside. If there are several of you,
organise a rota for keeping watch.
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During the journey

Try to stick to the planned route and schedule and stay in
regular touch with the newsdesk or with other journalists.
Try to include contacts, other journalists or places to stay
on your itinerary. Don't drive at night.

Don't carry anything that could confuse people about your
role as an observer, such as binoculars, signalling devices,
military-style clothing or weapons.

If you're part of a military or humanitarian convoy, obey the
convoy leader.

Walking around at night

Doing anything at night is more risky. You may be hard to identify and
may be taken for a combatant.

Discretion is key. Wear appropriate dark clothing.
Switch off your telephone and any cameras, radios and
recorders. Watch your own sources of light or noise.
Walk in the shadows, make detours if necessary, stop
often to look around and listen.

If you're part of a team, agree on assembly points.

If faced with searchlights, lie flat on the ground and wait
for them to go off.

Checkpoints

A checkpoint usually consists of a roadblock manned by guards,
who may be regular troops or irregular forces such as bandits, rebels
or militia. Regular soldiers will generally want to stop the vehicle to
check on the passengers and their documents and to flush out any

REPORTERS WITHOUT BORDERS | 37



illegal trafficking. However, irregular forces will often try to extort
money or equipment, or even seize the car or capture its occupants.
As you approach a checkpoint, size up those manning it — whether
they are lightly or heavily armed, how they are dressed (as soldiers
or militiamen), whether they look young or old (young people will
generally be more nervous and unpredictable), whether they are
drunk, jumpy or aggressive, and prepare yourself accordingly.

@ Some precautions:

On the road, keep an eye on the flow of traffic. If several
cars unexpectedly do a U-turn ahead of you, it may be
because there is a dangerous checkpoint ahead.

When you are approaching an unidentified checkpoint,
contact you newsdesk and give them your location, or
activate your personal distress beacon.

If at an early stage, when you are not yet within sight

or within firing range, you feel that it is a dangerous
checkpoint, turn around and leave the area.

Be careful, however: if the guards have clearly spotted
you, it's too late, especially if the checkpoint is manned by
regular (i.e. well-trained) troops. If you turn around, you will
immediately become a target. Carry on slowly, one vehicle
at a time.

Keep the doors locked and lower the window on the
driver's side slightly, just enough to talk to the guards.
Remove your sunglasses, keep your hands visible at all
times and avoid sudden gestures. Guards are often highly
nervous.

Be calm and courteous. Don't forget some guards may
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understand your language, so be careful what you say.

*  Show the required laissez-passer, and if you have several
from rival factions, make sure you don't mix them up.

»  Don't get out of the car unless asked. Do not switch off
the engine.

*  Ifthings get tense, negotiate and ask to speak to a
superior.

*  Be cooperative. Allow the guards to search your vehicle. If
they steal your things, protest but don't insist. Your life is
worth more than your equipment.

*  Depending on the circumstances and the attitude of
guards, some journalists may offer cigarettes, water,
sweets, magazines, small amounts of cash or other
small bribes in order to ease tension and get through a
troublesome checkpoint.

* A special word for women: the danger at checkpoints
may be even greater for women journalists, who may
be regarded as easy prey. The advice given above (on
appropriate attire and so on) is even more applicable.

Coming under fire

A Passing through an area that is under fire: do so only if you have
no alternative.

*  Beforehand: put on a helmet and bullet-proof jacket and
make it clear you are a journalist, not a combatant, by
writing PRESS or TV on your vehicle and your jacket.
Assess the lie of the land and the position of those who
are shooting. Identify and commit to memory the route
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you plan to take, staying under cover as much as possible.

*  If you come under fire: lie flat on the ground, take shelter
in a hole in the ground, behind a thick wall or behind a
vehicle (remember only the engine compartment and the
wheels and axles are effective protection against gunfire).
Leave the area as quickly as possible running in short
“spurts’, from one sheltered spot to another, covering
about 10 metres (33 feet) at a time, or if crossing open
ground, stay low and run in irregular zigzag fashion. If the
firing is intense, stay in one place until there is a Iull, which
may take a while, or play dead.

A few words about snipers: Snipers use guns that allow them to hit
targets at a distance of up to 600 metres and sometimes 1,000
metres (650 to 1,100 yards) in daylight and 300 metres (328 yards)
at night. A sniper usually takes up a position in an apartment building
that has a number of openings; never on the top floor and never at
the front of the building. They are expert at hiding in roofs and attics.
They sit behind sandbags and remove one or two roof tiles so they
can see out. These holes look like unsuspicious shell impacts from
a distance.

The echo problem: The sound of a gunshot spreads in all directions
at a speed of just over 330 metres (360 yards) per second (a bullet's
speed is 1,000 metres a second). In a flat desert area, it's easy to tell
exactly where a shot came from. The targeted person always hears
first the noise of the shot being fired (quick and sharp) and then
afterwards the echo (longer and muffled). A good sniper will usually
seek out a place from where the sound of a shot can be confused
with its echo.

REPORTERS WITHOUT BORDERS | 40



: Brief overview of weapons and their ranges

This is taken from a hostile environment training course designed by
Sovereign Global Académie and given to staff of the group France
Médias Monde:

. Revolvers and automatic pistols (Colt, Glock, etc): calibre between
6.35 mm (25 inches) and 11.43 mm (45 inches) and with an effective
range of 50 metres (55 yards). These are dangerous for up to several
hundred metres. More useful for self-defence than combat.

. Assault rifles (AK-47, M4, AK-104, etc)): calibres vary. These are the
most widespread battlefield weapons. Effective range 300 metres
(328 yards), dangerous up to 1,500 metres (1,640 yards).

. Long range or sniper rifles (M21, Ultima Ratio, etc)): effective range
of 50 to 1,300 metres (55 to 1,422 yards) or more. It is the preferred
weapon of rebel movements.

. Heavy machine-guns: calibre between 762 mm (3 inches) and 14.5
mm (57 inches), effective range of more than 600 metres (656 yards).

. Grenades: hand- or rifle-launched (anti-personnel or anti-tank).
Effective radius of 30 metres (33 yards). Can be launched up to 300
metres (328 yards) depending on the model (rifle-launched type).

. Rocket-launcher: range 15 metres to 500 metres (16.4 to 547 yards)
for the most powerful types.

. Mortars: range 50 metres (55 yards) to 13 kilometres (8 miles). Lethal
zone: 35 metres (38 yards) from the point of impact.

. Anti-aircraft guns: calibre from 20 mm (787 inches) to 128 mm (5.04
inches), range of more than 2 kilometres (1.24 miles).

. Attillery guns: calibre from 20 mm (787 inches) to 800 mm (31.5
inches), range several dozen kilometres/miles.

. Missiles: range varies between 100 metres (109 yards) and several
dozen kilometres/miles.

. Multiple rocket launchers: range varies, up to 90 km (56 miles). They
make characteristic whistling sound.
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To protect yourself against snipers:

»  Prepare your itinerary beforehand.

* Indicate clearly that you are a journalist. Write PRESS or TV on
everything.

*  Don't wear military-style clothing so as not to be confused with
a combatant. And be careful with how you carry your equipment
— cameras and zooms could look like weapons from afar.

*  Rain, snow, wind and fog can be your allies against a sniper.

Heavy artillery, air raids and chemical weapons

In the event of heavy artillery fire and aerial bombardment, you need
to protect yourself from the blast and also from the resulting shrapnel
and fragments:

In towns and cities, residents may be forewarned and
leave the area or remain in their homes with the blinds
drawn and shutters closed. Look out for such warning
signs.

Don't panic and instead of trying to run away, lie flat on
the ground and crawl to the nearest safe place in order
to protect yourself from the impact, for example in a

hole in the ground or in the centre of a building, in the
stairwell and away from windows (to protect yourself from
shattering glass). Do not use cellars or attics, which are
prone to collapse. Make sure you have several exits to the
outside. Remain flat on the ground and cover your head.
Use lulls in the firing to evacuate the wounded and leave
the area as quickly as possible. An artillery round is often
followed by an infantry attack.

In woodland, shellfire can be especially destructive,
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causing wood splinters and flying rocks. Under heavy fire,
take cover in any way you can, using the shape of the
land to find a sheltered spot such as a hole in the ground.
If the bombing is more widespread, run away as fast as
possible, listening for the whistling sound of a shell. If you
hear it, fall to the ground and lie flat. After the blast, get
up and carry on running, then fall to the ground when you
hear the next shell coming, and so on.

Chemical and biological weapons

Chemical or biological substances are usually dispersed by aerial
bombardment or shellfire. The warning signs that should alert you
are blurred vision, a sudden headache, excessive salivation and a
running nose.

The basic instructions are the same as for other bombardments: lie
on the ground, find shelter and leave the area. The main difference
is that you should put on a protective breathing mask and shout
“Gas! Gas!" to warn those around you to leave the area as quickly as
they can. If you are heading towards an area that has just been hit
by a chemical attack, stop immediately and leave after verifying the
direction of the wind in case the gas cloud spreads.
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IN A COMBAT ZONE

« Wear your bullet-proof jacket and helmet and
be clearly identified as a journalist

v Prepare your itinerary carefully before you
travel

v At checkpoints, stay calm and co-operate
with the guards

v If you come under fire, lie on the ground and
take cover
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3.  MINES AND CLUSTER MUNITIONS

Mines

In many combat zones, journalists may encounter landmines. Some
are on the ground, buried close to the surface or covered up with
stones. Others are fixed to trees, placed at the roadside attached
to a tripwire or immersed in water. They can be triggered by a
tripwire (which tightens and slackens), by pressure (or release of
pressure), or a meter (“intelligent” mines are set to explode after
a certain number of people or vehicles have passed). Others may
be laid in unpredictable ways by untrained fighters. Places likely
to be mined include former combat zones, border areas, occupied
or abandoned military sites, ruins and abandoned houses, bridges,
forests, abandoned fields, potholes and roadside verges.

@ Basic precautions for minefields:

*  Never stray from well-used roads or paths, even to go to
the toilet.

* Do not move around at night. You should be able to see
where you are walking.

*  Pay attention to how well-used the road may be. If it peters
out, you should take heed.

*  There may be tell-tale signs of a mine: tree branches set in
a cross, a stick pushed into the ground, a circle of pebbles
or a knot in the vegetation. Keep your eyes peeled.

*  Bearin mind that isolated mines are rare. Usually half a
dozen mark out an area, or they're laid in groups of about
30, or in rows (often indicated by stakes in the ground).

*  Ifyou find a booby trap or mine, you must leave the area at
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once, exactly retracing your footsteps or vehicle tracks.

*  Never handle a mine or an explosive device that has not
gone off. Never encourage anyone to deactivate a mine to
take as a souvenir.

*  If you spot a previously unknown minefield, mark it clearly,
locate it on the map or on GPS and report it to the local
authorities.

@ Tips on how to survive in a minefield

On foot: Walk in single file with plenty of space between each person. Keep
calm, don't move and alert the others who are with you. Carefully inspect the
area around you and try to locate the danger. Then leave the mined area
exactly retracing your steps, or tell the person in it to do so.

When a casualty is in the middle of a minefield, they must try not to move
and other people must not rush to help. A safe pathway must be found to
get first aid to them and then bring them out. Adopt a crouching position and
use a pointed implement to probe into the ground at an angle of 30 degrees.
If you encounter any resistance, do not use force but mark the obstacle
and go around it. Don't step over a tripwire — mark it and go around it
Meanwhile, try