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Re: Urgent call to the Council of the EU: human rights must come first in Dual Use final draft
Dear Ms. Decker and Mr. Toschev,
We, the undersigned organisations, write to ask you to reconsider the final draft of the EU dual use
recast as it currently fails to meet basic human rights standards. More work must be done in trilogue
to protect human rights in Europe's export regulation framework.
Since our first call for export regulation reform almost 10 years ago, the market of digital surveillance
technology has grown exponentially and unconstrained. In addition to the widely-acknowledged
intrusion and interception spyware tools that are being weaponized by repressive regimes, we have
observed the use of intrusive biometric and filtering technologies in unlawful surveillance and
repression. These technologies have enabled violations of the rights to privacy, non-discrimination,
peaceful assembly and association, freedom of expression, and more. A large number of these
technologies originate from the European Union, making it all the more pressing that the EU fulfills its
human rights duties by regulating the export of such items. The common commercial policy must be

conducted in the context of the principles and objectives of the Union’s external action (Art. 207 TFEU)
which include the respect and promotion of human rights (Art. 21 TEU).
Despite our continuous and loud calls for the EU to act to regulate the cyber-surveillance industry and
install human rights safeguards for the export of digital surveillance items that pose significant risks
to human rights, the EU has yet to take any meaningful action to address this. We find it alarming that
the latest proposal discussed in trilogue falls short of human rights safeguards in the following ways:

We call on the Council to urgently reconsider its final position taking into account our
recommendations. We acknowledge the significant amount of work that was put in discussing this
legislative proposal and we believe that a favorable solution can be reached in trilogue when all
negotiating parties work to secure a final text that upholds human rights safeguards.
Thank you for your consideration.
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