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ERA OF THE 
DIGITAL 
MERCENARIES
„My computer was arrested before I was.“ This perceptive 

comment was made by a Syrian activist who had been 

arrested and tortured by the Assad regime. Caught by me-

ans of online surveillance, Karim Taymour told a Bloom-

berg 1 journalist that, during interrogation, he was shown 

a stack of hundreds of pages of printouts of his Skype 

chats and fi les downloaded remotely from his computer 

hard drive. His torturers clearly knew as much as if they 

had been with him in his room, or more precisely, in his 

computer.

 

Online surveillance is a growing danger for journalists, 

bloggers, citizen-journalists and human rights defenders. 

The Spyfi les that WikiLeaks released in 2012 showed the 

extent of the surveillance market, its worth (more than 5 

billion dollars) and the sophistication of its products.

 

Traditional surveillance has not completely disappeared. 

Policemen continue to lurk near Internet cafés in Eritrea. 

Vietnamese dissidents are followed and sometimes atta-

cked by plainclothes policemen. The Chinese cyber-dis-

sident Hu Jia and his wife Zeng Jinyang have had police-

men stationed at the foot of their apartment building for 

months. Intelligence agencies still fi nd it useful to tap the 

phones of over-curious journalists. But online surveillance 

has expanded the range of possibilities for governments.

 

This year’s „Enemies of the Internet“ report is focu-

sing on surveillance – all the monitoring and spying that 

is carried out in order to control dissidents and prevent the 

dissemination of sensitive information, activities designed 

to shore up governments and head off potential destabi-

lization.

 

Today, 12 March, World Day Against Cyber-Censorship, 

we are publishing two lists. One is a list of fi ve „State 

Enemies of the Internet“, fi ve countries whose govern-

ments are involved in active, intrusive surveillance of 

news providers, resulting in grave violations of freedom 

of information and human rights. The fi ve state enemies 

are Syria, China, Iran, Bahrain and Vietnam. 

 

The other is a list of fi ve „Corporate Enemies of the In-

ternet“, fi ve private-sector companies that are „digital 

era mercenaries“. The fi ve companies chosen are Gam-

ma, Trovicor, Hacking Team, Amesys and Blue Coat, 

but the list is not exhaustive and will be expanded in the 

coming months. They all sell products that are liable to be 

used by governments to violate human rights and freedom 

of information.

 

Their products have been or are being used to commit 

violations of human rights and freedom of information. If 

these companies decided to sell to authoritarian regimes, 

they must have known that their products could be used 

to spy on journalists, dissidents and netizens. If their digital 

surveillance products were sold to an authoritarian regime 

by an intermediary without their knowledge, their failure to 

keep track of the exports of their own software means they 

did not care if their technology was misused and did not 

care about the vulnerability of those who defend human 

rights.

 

Research by Bloomberg, the Wall Street Journal and the 

University of Toronto’s Citizen Lab has established that 

surveillance technology used against dissidents and hu-

man rights defenders in such countries as Egypt, Bahrain 

and Libya came from western companies. Two types of 

corporate products are criticized in our report: on the one 

hand, equipment used for large-scale monitoring of the 

entire Internet, and on the other, spyware and other kinds 

of tools that permit targeted surveillance.

 

1   Read the „Hackers in Damascus“ article

http://www.businessweek.com/articles/2012-11-15/the-hackers-of-damascus
http://wikileaks.org/the-spyfiles.html
http://topics.bloomberg.com/wired-for-repression/
http://online.wsj.com/article/SB10001424052702304520804576345970862420038.html
https://citizenlab.org/2012/07/from-bahrain-with-love-finfishers-spy-kit-exposed/
http://online.wsj.com/article/SB10001424053111904199404576538721260166388.html
http://bits.blogs.nytimes.com/2012/08/13/elusive-finspy-spyware-pops-up-in-10-countries/
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Democratic countries seem increasingly ready to yield 

to the siren song of the need for surveillance and cyber-

security at any cost. This is evident from all the potentially 

repressive legislation that is being adopted or proposed, 

legislation that would open the way for generalized surveil-

lance. FISAA and CISPA in the United States, the Com-

munications Data Bill in Britain, the Wetgeving Bestrijding 

Cybercrime in the Netherlands – they would all sacrifi ce 

online freedom of expression to combatting cyber-crime 

(for more information, see the „Overview of Cyber-cen-

sorship in 2012” chapter). If governments that traditionally 

respected human rights adopt this kind of repressive le-

gislation, it will provide the leaders of authoritarian coun-

tries with arguments to use against the critics of their own 

legislative arsenals.

 

Increasingly widespread cyber-censorship and cy-

ber-surveillance are endangering the Internet model 

that the Net’s founders envisaged: the Internet as place of 

freedom, a place for exchanging information, content and 

opinions, a place that transcended frontiers. The Internet 

is also being threatened by the battles between govern-

ments for infl uence. Standardized surveillance is one of 

the leading calls of countries fi ghting for control of Internet 

governance. During the World Conference on Internatio-

nal Telecommunications in Dubai last December, China 

backed a proposal aimed at dramatically extending ITU 

control over the Internet. With the support of Russia, Saudi 

Arabia, Algeria and Sudan, China called for the protection 

of the „physical and operational safety of networks“, use of 

DPI in new generation networks 2 and an end to ICANN’s 

management of domain name space and IP address 

spaces.

 

The situation is complex for news providers, who are torn 

between, on the one hand, the need to protect themsel-

ves and the safety of their sources while online and, on 

the other, the desire to gather and circulate information. 

Protection of sources is no longer just a matter of journali-

stic ethics; it increasingly also depends on the journalist’s 

computer skills, as cyber-security specialist Chris Sogho-

ian noted in an op-ed piece for the New York Times.  

 

This type of spyware is used to spy on the content of com-

puter hard disks, recover passwords, access instant mes-

saging content and monitor VoIP conversations. It can be 

installed on computers directly or remotely via the Inter-

net, without the user noticing, by means of false updates 

or email attachments. Use of this kind of spyware by the 

private sector is limited. Some producers supply it directly 

to state agents such as intelligence and security services. 

Others openly advertise their software’s ability to track 

down and spy on government opponents. Authoritarian 

regimes use it to spy on journalists and their sources and 

thereby suppress freedom of information.

 

Some surveillance technology can be used in two diffe-

rent ways. It can be used for the legitimate purpose of 

combating cyber-crime. And, in the hands of authoritarian 

regimes, it can be turned into formidable censorship and 

surveillance weapons against human rights defenders 

and independent news providers. The lack of legislation 

and oversight of trade in these “digital weapons” allows 

authoritarian governments to identify critical journalists 

and citizen-journalists and go after them.

 

Reporters Without Borders calls for the introduction of 

controls on the export of surveillance software and 

hardware to countries that fl out fundamental rights. The 

private sector cannot be expected to police itself. Legis-

lators must intervene. The European Union and the Uni-

ted States have already banned the export of surveillance 

technology to Iran and Syria. This praiseworthy initiative 

should not be an isolated one. European governments 

need to take a harmonized approach to controlling the 

export of surveillance technology. The Obama administ-

ration should also adopt legislation of this kind, legislation 

such as the proposed Global Online Freedom Act (GOFA).

Governments did already negotiate about the inclusion of 

surveillance technology into the most comprehensive in-

ternational treaty on export controls, the Wassenaar Arran-

gement. Unfortunately, they did not yet put these negotia-

tions into force, to help journalists, bloggers and activists 

around the world 1.

1 http://www.wassenaar.org/publicdocuments/2012/WA%20Plenary%20Public%20

Statement%202012.pdf see also: https://www.privacyinternational.org/press-releases/

british-government-welcomes-foreign-affairs-committee-recommendation-to-control

2 The December 2012 ITU summit in Dubai aimed to establish uniform Internet standards. 

One of the proposals at the conference was the standardized use of Deep Packet Inspection 

technology. This type of technology is extremely intrusive as it can be used to access the 

content of emails, intercept instant messaging and access all the content that a user has 

viewed while browsing.

http://fr.rsf.org/IMG/pdf/2012_11_07_positionspapier_en_eu.pdf
http://www.europarl.europa.eu/committees/en/studiesdownload.html?languageDocument=EN&file=75431
http://www.telegraph.co.uk/news/worldnews/middleeast/syria/9221289/US-unveils-Syria-and-Iran-technology-sanctions.html
http://www.hivos.nl/eng/Hivos-Knowledge-Programme/Themes/Digital-Natives-with-a-Cause/Publications/Exporting-Censorship-and-Surveillance-Technology
http://www.wassenaar.org/publicdocuments/2012/WA%20Plenary%20Public%20
https://www.privacyinternational.org/press-releases/british-government-welcomes-foreign-affairs-committee-recommendation-to-control
http://fr.rsf.org/l-avenir-d-internet-en-jeu-a-la-10-12-2012,43775.html
http://www.zdnet.fr/actualites/gouvernance-de-l-internet-vers-une-standardisation-du-deep-packet-inspection-39785119.htm#xtor=EPR-105
http://www.nytimes.com/2011/10/27/opinion/without-computer-security-sources-secrets-arent-safe-with-journalists.html?_r=0
http://www.zdnet.fr/actualites/gouvernance-de-l-internet-vers-une-standardisation-du-deep-packet-inspection-39785119.htm
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If war reporters care about their physical safety, they take 

a helmet and bullet-proof vest when they venture into the 

fi eld. Similarly, all journalists should equip themselves with 

a „digital survival kit” if they are exchanging sensitive infor-

mation online or storing it on a computer or mobile phone. 

Reporters Without Borders is gradually developing such 

an Online survival kit on its WeFightCensorship website. It 

explains the need to purge fi les of their metadata, which 

give too much information away; it explains how to use the 

Tor network or Virtual Private Networks (VPNs) to anony-

mize communications; it offers advice on securing com-

munications and data on mobile phones and laptops and 

so on.

 

Journalists and netizens must learn to evaluate the poten-

tial surveillance risks and identify the data and communi-

cations that need protecting in order to fi nd appropriate 

solutions, preferably ones that are easy to use. The so-

phistication of the methods used by censors and intelli-

gence agencies is testing the ingenuity of news providers 

and the hactivists who are ready to help them. But the fu-

ture of freedom of information depends on the outcome of 

this battle. This is a battle without bombs, prison bars or 

blank inserts in newspapers, but if care is not taken, the 

enemies of the truth may sweep the board.

https://www.wefightcensorship.org/fr/online-survival-kithtml.html
http://www.wefightcensorship.org/
https://www.wefightcensorship.org/fr/article/metadonnees-vos-fichiers-parlent-voushtml.html
https://www.wefightcensorship.org/fr/article/ameliorer-votre-confidentialite-internet-torhtml.html
https://www.wefightcensorship.org/fr/article/virtual-private-network-vpn-ou-reseau-prive-virtuelhtml.html
https://www.wefightcensorship.org/fr/article/guide-protection-vos-donnees-et-votre-anonymat-telephone-portablehtml.html
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CORPORATE 
ENEMIES OF THE 
INTERNET

AMESYS (NOW BULL / AMESYS)  

Amesys sold its EAGLE spyware to Libya while Muammar 

Gaddafi  was still in power. It was used to spy on journalists 

and human rights activists there. As a result, the company 

is now being sued in France by the International Federati-

on for Human Rights (FIDH) for complicity in torture. The 

lawsuit is still pending.w

Website: http://www.amesys.fr/

Country of origin: France

The company

Originally called i2e, Amesys is a French fi rm specializi-

ng in information technology that was founded in 1979. It 

was reorganized under the name of Amesys in 2004 and 

was taken over by the French technology company Bull in 

2010. In 2011, a French-based NGO, FIDH, made a com-

plaint regarding cases of complicity of torture 1. In 2013, 

Amesys divested its EAGLE System to another company, 

Nexa Technologies. EAGLE is now being developed and 

marketed by a group of former Amesys employees led by 

Stéphane Salies, a former Bull director 2.

Portfolio

The EAGLE System allows government agencies to ana-

lyse web traffi c, store the data and process it for later use 

by police or intelligence agencies.

 

„EAGLE core technology by AMESYS is designed to help 

law enforcement agencies and intelligence organizations 

to reduce crime levels, to protect from terrorism threats and 

to identify new incoming security danger.“ 3

The system consists of a network probe, storage systems 

and monitoring centres for the purpose of analysis. The 

software allows for the creation of fi les on individual users, 

examples of which were found when anti-Gaddafi  rebels 

raided the offi ces of Libya’s secret police. EAGLE is based 

on Deep Packet Inspection technology and can analyse 

all kinds of web-related activities. The Amesys documen-

tation lists the various kinds of online activity that can be 

inspected, including email (SMTP, POP, IMAP as well as 

webmail), Voice over IP, different chat protocols as well as 

http-web traffi c and search engine queries.

Amesys involvement in Libya

Amesys products have been detected in Libya, where 

the company had a contract with Gaddafi ’s secret police. 

During a raid on offi ces of the secret police, Wall Street 

Journal reporters found EAGLE System manuals as well 

as individual fi les on Libyan citizens carrying the EAGLE 

logo.4/5 Those spied on by the government included the 

Libyan journalist Khaled Mehiri. The Wall Street Journal re-

ported 6 that the secret police had for months used Ame-

sys tools to monitor Mehiri’s emails (including his corres-

pondence with Al Jazeera) and Facebook posts, printing 

out messages and storing them. In January 2011, as the 

Arab Spring was peaking in neighbouring Tunisia and un-

rest was building in Libya, Mehiri was summoned by intel-

ligence offi cials and pressured not to publish statements 

by leading anti-Gaddafi  activists. The surveillance conti-

nued thereafter. Fearing for his family’s safety, he went into 

hiding for several months until the end of the war.

 

The role of Amesys in Libya is currently being investigated 

for complicity in torture in France as a result of a lawsuit 

brought by the Paris-based human rights NGO, FIDH, 

which is acting for fi ve Libyan citizens who were spied on 

with the EAGLE System. 7

 

„The court of appeal has confi rmed that there was suffi cient 

evidence to start investigating this matter, despite the road 

blocks erected by the Paris prosecutor’s offi ce, which was 

obviously reluctant to allow an impartial and independent 

inquiry,” said Patrick Baudouin, FIDH honorary president, 

FIDH legal counsel and head of its legal action group.

1 http://www.fi dh.org/FIDH-and-LDH-fi le-a-complaint

2 https://www.privacyinternational.org/blog/bull-quietly-offl oads-controversial-surveillance-

technology-after-libya-revelations also http://refl ets.info/bull-vend-eagle-a-un-actionnaire-de-

crescendo-qui-est-lactionnaire-principal-de-bull/

3 http://www.wikileaks.org/spyfi les/fi les/0/99_AMESYS-EAGLE-GLINT-Operator_Manual.pdf

4 http://www.fi dh.org/Amesys-Case-The-Investigation-12752

http://wikileaks.org/spyfi les/docs/amesys/105_homeland-security-program-technical-

specifi cation-public.html

5 http://online.wsj.com/article/SB10001424053111904199404576538721260166388.html

6 http://online.wsj.com/article/SB10001424052970203764804577056230832805896.html

7 http://www.fi dh.org/Amesys-Case-The-Investigation-12752 

http://www.amesys.fr/
http://www.fi dh.org/FIDH-and-LDH-fi le-a-complaint
https://www.privacyinternational.org/blog/bull-quietly-offl oads-controversial-surveillancetechnology-after-libya-revelation
http://reflets.info/bull-vend-eagle-a-un-actionnaire-de-crescendo-qui-est-lactionnaire-principal-de-bull/
http://www.wikileaks.org/spyfi les/fi les/0/99_AMESYS-EAGLE-GLINT-Operator_Manual.pdf
http://www.fi dh.org/Amesys-Case-The-Investigation-12752
http://wikileaks.org/spyfiles/docs/amesys/105_homeland-security-program-technical-specification-public.html
http://online.wsj.com/article/SB10001424053111904199404576538721260166388.html
http://online.wsj.com/article/SB10001424052970203764804577056230832805896.html
http://www.fi dh.org/Amesys-Case-The-Investigation-12752
http://www.societe.com/societe/nexa-technologies-751230681.html
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In september 2011, Amesys made a press release related 

to the information published by several media regarding 

its activities in Libya. 8 

BLUE COAT

American Company Blue Coat, specialized in online se-

curity, is best known for its Internet censorship equipment. 

This equipment also allows for the supervision of journa-

lists, netizens and their sources. Its censorship devices 

use Deep Packet Inspection, a technology employed by 

many western Internet Service Providers to manage net-

work traffi c and suppress unwanted connections. 

Website: www.bluecoat.com

Country of origin: USA

The Company

Blue Coat is a large IT company based in Sunnyvale, Ca-

lifornia, that is best known for providing fi ltering and cen-

sorship devices for countries such as Syria and Burma. 

The company also provides network analysis systems 

called „Intelligence Centres“, which are used by compa-

nies and governments to monitor online traffi c and identify 

performance problems. They allow for the monitoring of 

individual online behaviour. 

Portfolio

Blue Coat offers Deep Packet Inspection technology, 

which can be used to survey and censor the Internet. With 

DPI, it is possible to look into every single Internet Protocol 

packet and subject it to special treatment based on con-

tent (censored or banned words) or type (email, VoIP or 

BitTorrent Protocol). DPI not only threatens the principle of 

Net Neutrality, which Reporters Without Borders defends, 

but also the privacy of users. It makes single users identi-

fi able and, in countries that fl out the rule of law and violate 

human rights, often exposes them to arbitrary imprison-

ment, violence or even torture.

Blue Coat describes PacketShaper, one of their products 

as follows:

„It’s your network. Own it. [...] PacketShaper analyzes 

and positively identifi es traffi c generated by hundreds of 

business and recreational applications. And thanks to its 

integration with WebPulse – Blue Coat’s real-time web in-

telligence service – PacketShaper can even control appli-

cation traffi c by web content category. [...] PacketShaper 

makes it easy to collectively control related applications 

and content, while giving you precise tools to get granular 

where necessary.“  9

DPI is especially threatening to journalists, bloggers, ac-

tivists and their sources, as it inhibits private, anonymous 

communication.

 

Blue Coat sells to government agencies as well as indi-

vidual companies, which distinguishes it from most other 

companies mentioned in this report.

Critical appearances

Burma (Myanmar)

The presence of 13 Blue Coat devices in Burma was con-

fi rmed in 2011 10. Their presence was detected from the 

message that many Internet users encountered when they 

tried to browse the Internet. The message said:

„Dear Valued Customers,

On 17 October 2011, Due to the failure of SEA-ME-WE 3 

submarine fi bre optic cable, the Internet connection was 

unstable. It is being fi xed by concerned personnel during 

this period, the Internet connection may be signifi cantly 

slow and possibly offl ine sometimes. We will keep you in-

formed accordingly and sincerely apologize for any incon-

venience caused.

With regards,

Yatanarpon Teleport“

8 http://www.wcm.bull.com/internet/pr/new_rend.jsp?DocId=673289&lang=en 9 http://www.bluecoat.com/products/packetshaper

10 https://citizenlab.org/wp-content/uploads/2012/07/02-2011-

behindbluecoatupdatefromburma.pdf

www.bluecoat.com
http://www.wcm.bull.com/internet/pr/new_rend.jsp?DocId=673289&lang=en
http://surveillance.rsf.org/en/glossary/#dpi
http://surveillance.rsf.org/en/glossary/#net
https://citizenlab.org/wp-content/uploads/2012/07/02-2011-behindbluecoatupdatefromburma.pdf
http://www.bluecoat.com/products/packetshaper
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Shown in English and Burmese, the message had an URL 

in the address bar that began „notify.bluecoat.com“, provi-

ding a good indication as to who was responsible. 

Syria

In 2012, the Telecomix-Collective, a well-established ha-

cker group that helped maintain connections to Egypt and 

other countries when governments tried to shut down ac-

cess during the Arab Spring, released 54GB of logfi les 

which they say establish the presence of 15 Blue Coat 

proxy servers (Blue Coat Proxy SG9000) in Syria. These 

devices were discovered in the network of a state-owned 

ISP called the Syrian Telecommunications Establishment 

(STE). 1

The crucial aspect for user privacy is that all attempts to 

connect to those services were logged and possibly in-

vestigated. Stephan Urbach of Telecomix says that there 

is evidence not only of logging and investigation of con-

nection data, but also of investigation of the content sub-

mitted. 2

The logs analysis suggests the Blue Coat proxy was used 

to intercept and analyse encrypted traffi c (https). All the 

requests using the 443 port (dedicated to https traffi c) and 

routed to some of the most visited websites 3 in Syria inclu-

de more information than they should. That information is 

usually protected by an encryption layer that should pre-

vent any kind of proxy from accessing it.

„,We don’t want our products to be used by the govern-

ment of Syria or any other country embargoed by the Uni-

ted States‘, Blue Coat senior vice president Steve Daheb 

said in the company’s fi rst detailed explanation of the mat-

ter. He added that the company was ,saddened by the 

human suffering and loss of human life‘ in Syria.“ 4

In a Wall Street Journal report on 29 October 2011, Blue 

Coat acknowledged that 13 of its devices, initially shipped 

through a Dubai distributor and destined for the Iraqi Mi-

nistry of Communications, ended up in Syria. The compa-

ny claimed in a statement that the devices were „not able 

to use Blue Coat’s cloud-based WebPulse service” or „run 

the Blue Coat WebFilter database”. Blue Coat also sugge-

sted that the devices were now „operating independently” 

and that the company did not have a „kill switch” to remo-

tely disable them. The Citizen Lab led an investigation to 

verify the statements made by the company. It seems that 

indeed the Blue Coat devices in Syria do not anymore in-

teract with the cloud services of the company 5.

Other appearances

In a major study, the University of Toronto’s Citizen Lab scan-

ned the Internet for Blue Coat devices around the world. 6

Egypt, Kuwait, Qatar, Saudi Arabia and the United Arab 

Emirates all reportedly use a Blue Coat system that could 

be used for digital censorship. Citizen Lab also determi-

ned that Bahrain, China, India, Indonesia, Iraq, Kenya, 

Kuwait, Lebanon, Malaysia, Nigeria, Qatar, Russia, Sau-

di Arabia, South Korea, Singapore, Thailand, Turkey and 

Venezuela also used equipment that could be used for 

surveillance and tracking. 7

Reporters Without Borders contacted Blue Coat on 7 

March. In a reply on 12 March, Blue Coat said its products 

were sold in accordance with the laws governing the sale 

of its technology. It said all of its sales were channelled 

through third parties and it expected the same compli-

ance of them.

The misuse of technology to suppress freedom of expres-

sion or human rights was a serious issue, but not one that 

a single company could solve by itself, Blue Coat said, ad-

ding that it would engage with key stakeholders and other 

companies in the same industry in 2013 to identify what 

further steps it could take to limit misuse of its products.

1 http://online.wsj.com/article_email/SB10001424052970203687504577001911398596328-

lMyQjAxMTAxMDIwODEyNDgyWj.html#

2 http://www.spiegel.de/netzwelt/netzpolitik/vorwurf-von-hackergruppe-syrien-soll-schnu-

effelsoftware-aus-usa-einsetzen-a-790834.html

3 The list of targeted websites: www.microsoft.com, imo.im, urs.microsoft.com, plusone.

google.com, login.live.com, s-static.ak.facebook.com, www.facebook.com, secure.wlxrs.com, 

apis.google.com, by6.omega.contacts.msn.com, ssl.gstatic.com, www.google.com, 

mail.google.com, fbcdn-profi le-a.akamaihd.net, login.yahoo.com

4 http://siliconangle.com/blog/2011/11/08/when-governments-curtail-freedom-a-tale-of-

censorship-huawei-and-blue-coat/ 

5 https://citizenlab.org/2011/11/behind-blue-coat/

6 https://citizenlab.org/2013/01/planet-blue-coat-mapping-global-censorship-and-

surveillance-tools/

7 http://www.nytimes.com/2013/01/16/business/rights-group-reports-on-abuses-of-

surveillance-and-censorship-technology.html?_r=1& 

 

http://reflets.info/opsyria-bluecoat-au-coeur-dattaque-mitm-de-grand-envergure/
http://online.wsj.com/article/SB10001424052970203687504577001911398596328.html
http://www.bluecoat.com/update-blue-coat-devices-syria
http://bluecoat.com/ethical-dealing-blue-coat-products
http://online.wsj.com/article_email/SB10001424052970203687504577001911398596328-lMyQjAxMTAxMDIwODEyNDgyWj.html#
http://online.wsj.com/article_email/SB10001424052970203687504577001911398596328-lMyQjAxMTAxMDIwODEyNDgyWj.html#
www.microsoft.com
www.facebook.com
www.google.com
http://siliconangle.com/blog/2011/11/08/when-governments-curtail-freedom-a-tale-ofcensorship-huawei-and-blue-coat/
https://citizenlab.org/2011/11/behind-blue-coat/
http://www.nytimes.com/2013/01/16/business/rights-group-reports-on-abuses-of-surveillance-and-censorship-technology.html?_r=1&
https://citizenlab.org/2013/01/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/
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GAMMA INTERNATIONAL

Gamma International offers advanced spyware, which 

has repeatedly been discovered in countries who mistreat 

journalists, like Bahrain and the United Arab Emirates. The 

Finfi sher Technology sold by Gamma International is able 

to read encrypted fi les, emails and listen in to voice over IP 

calls. Among the targeted was Ala‘a Shehabi, a journalist, 

university lecturer and activist from Bahrain, now living in 

London.

Website: www.fi nfi sher.com, 

https://www.gammagroup.com/

Country of origin: UK / Germany

The company

Gamma International is part of the UK-based Gamma 

Group, which specializes in surveillance and monitoring 

equipment (both on- and offl ine) as well as training ser-

vices. Gamma has offi ces and subsidiaries in the United 

Kingdom, including the Channel Islands, and Germany, 

but also in Southeast Asia and the Middle East. 8

Quote: „The Gamma Group of companies, established in 

1990, provides advanced technical surveillance, monito-

ring solutions, and advanced government training, as well 

as international consultancy to national and state intelli-

gence departments and law enforcement agencies.“ 9 

Gamma International is owned by Louthean John Alex-

ander Nelson,  son of Gamma Founder William Louthean 

Nelson, and Martin Johannes Münch (MJM). 10 Gamma is 

closely connected to German company Elaman ; the two 

companies are sharing an address and a phone number. 

Gamma has confi rmed to Reporters Without Borders that 

Elaman is a retailer for its products.

Portfolio

Gamma International sells interception equipment to 

government and law enforcement agencies exclusively. 

Its FinFisher Suite (which includes Trojans to infect PCs, 

mobile phones, other consumer electronics and servers, 

as well as technical consulting) is regarded as one of the 

most advanced in today‘s market. A computer or smart-

phone is remotely infected by a Trojan, which is then con-

trolled by government agencies through command and 

control servers. A computer can be infected via false up-

date notifi cations of software, malicious emails or through 

physical access to a machine. Finfi sher also offers tech-

nology to infect an entire Internet cafe in order to survey all 

possible users. When installed, it is almost impossible to 

safely remove the Trojan. Also, there are no safe ways to 

circumvent Finfi sher on an infected machine.

The software is said to be able to bypass common me-

thods and anti-virus detection. It can listen in to Skype 

talks, chats and encrypted emails and is even able to turn 

on a computer’s microphone or webcam remotely. With 

FinFisher technology, it is even possible to gain access to 

encrypted fi les on a hard drive. Those Finfi sher-features 

are promoted by the fi rm in different advertising videos. 11

Involvement in Bahrain

In July 2012 news broke about a possible involvement 

of Finfi sher Technology in Bahrain, where the situation 

for journalists is especially severe, and many are impri-

soned or tortured. Bahraini journalist, activist and univer-

sity lecturer Ala‘a Shehabi, now residing in London, was 

sent infected emails, which she found to be suspicious. 

She forwarded them to experts for technical analysis. This 

led to the detection of signatures from Gamma‘s Finfi sher 

Software.12

8  Gamma is a European-based company with its headquarters in the United Kingdom 

and subsidiary offi ces in Germany, the Middle East and Southeast Asia. [from https://www.

gammagroup.com/default.aspx] For the Channel Islands see http://www.guardian.co.uk/

uk/2012/nov/28/offshore-company-directors-military-intelligence  

9 https://www.gammagroup.com/companyprofi le.aspx

10 http://www.mushun.de/imprint.html,  http://buggedplanet.info/index.php?title=NELSON,_

LOUTHEAN_JOHN_ALEXANDER, http://s3.amazonaws.com/fi les.posterous.com/

temp-2011-03-07/DBEJyIrixEbjnCeshsGDGlGeycClnodEbqkAHAlIdczzIJpEpntFGxoxyEGF/

Gamma_International_Gesellschafter.png.scaled1000.png?AWSAccessKeyId=AKIAJFZAE6

5UYRT34AOQ&Expires=1360660710&Signature=5cn38R5mReoxez%2FbneKlJnlI9Bk%3D

11 http://tinyurl.com/werbungueberwachungI

12 http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-fi nfi s-

her-spyware-of-gamma.html

 

https://www.gammagroup.com/
www.fi nfi sher.com
https://www.gammagroup.com/default.aspx
http://www.guardian.co.uk/uk/2012/nov/28/offshore-company-directors-military-intelligence
https://www.gammagroup.com/companyprofile.aspx
http://www.mushun.de/imprint.html,  http://buggedplanet.info/index.php?title=NELSON,_LOUTHEAN_JOHN_ALEXANDER, http://s3.amazonaws.com/files.posterous.com/temp-2011-03-07/DBEJyIrixEbjnCeshsGDGlGeycClnodEbqkAHAlIdczzIJpEpntFGxoxyEGF/Gamma_International_Gesellschafter.png.scaled1000.png?AWSAccessKeyId=AKIAJFZAE65UYRT34AOQ&Expires=1360660710&Signature=5cn38R5mReoxez%2FbneKlJnlI9Bk%3D
http://tinyurl.com/werbungueberwachungI
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finfisher-spyware-of-gamma.html
http://www.finfisher.com/FinFisher/en/index.php
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In a still ongoing process, Reporters Without Borders, 

together with Privacy International, the ECCHR, the Bah-

rain Centre for Human Rights and Bahrain Watch fi led an 

OECD complaint, asking the National Contact Point in the 

United Kingdom to further investigate Gamma’s possible 

involvement in Bahrain. 

Martin Münch, Chief developer and soon to be human 

rights offi cer of Gamma, claims that Bahrain stole a demo 

version of the software, modifi ed it and now uses it to spy 

on journalists and dissidents. 1 Eric King, head of research 

at Privacy International said: „Integrating FinFisher in a 

country’s network is not an easy task. It requires careful pl-

anning and physical installation of proxy‘s and command 

and control servers to work. Simply stealing a demo copy 

is incredibly unlikely as no county sophisticated enough 

to be able to re-purpose FinFisher would bother using a 

commercial trojan in the fi rst place.“ Bahrain Watch also 

obtained evidence that the FinFisher Servers in Bahrain 

receive regular updates. This is unlikely to happen if the 

software had been stolen.

Offer to Egypt

During a search of an Egyptian intelligence agency offi ce 

in 2011, human rights activists found a contract proposal 

with an offering from Gamma International to sell FinFisher 

to Egypt. The company said that no deal has been made.

Other known appearances

Earlier this year, a study by Rapid7, an Internet security 

fi rm, identifi ed FinSpy – the control software for FinFisher 

command-and-control servers – as being active in Aus-

tralia, the Czech Republic, Estonia, Ethiopia, Indonesia, 

Latvia, Mongolia, Qatar, the UAE, and the United States.

„We have identifi ed several more countries where FinSpy 

command and control servers were operating,“ said Citi-

zen Lab, a University of Toronto institute that specialises in 

digital issues. „Scanning has thus far revealed two servers 

in Brunei, one in Turkmenistan‘s Ministry of Communica-

tions, two in Singapore, one in the Netherlands, a new ser-

ver in Indonesia, and a new server in Bahrain.“ Citizen Lab 

also comments that some of the detected servers have 

been taken offl ine, after being discovered. 2

HACKING TEAM

Hacking Team describes its lawful interception products 

as „offensive technology“ and has been called into questi-

on over deliveries to Morocco and the United Arab Emira-

tes. The company’s „Remote Control System,“ called Da-

Vinci, is able, it says, to break encryption on emails, fi les 

and Internet telephony protocols.

Subsidiaries: USA, Singapore

Employees: around 40

Website: http://www.hackingteam.it

Country of origin: Milan, Italy

1 http://bahrainwatch.org/blog/2013/02/06/uk-spyware-in-bahrain-companys-denials-

called-into-question/ http://www.guardian.co.uk/world/2013/feb/02/uk-fi rm-spyware-bahrain 

2 http://www.informationweek.com/security/vulnerabilities/fi nfi sher-mobile-spyware-

tracking-politi/240006620

http://bahrainwatch.org/blog/2013/02/06/uk-spyware-in-bahrain-companys-denials-called-into-question/ http://www.guardian.co.uk/world/2013/feb/02/uk-firm-spyware-bahrain
http://www.hackingteam.it
http://www.informationweek.com/security/vulnerabilities/finfisher-mobile-spyware-tracking-politi/240006620
http://surveillance.rsf.org/en/hacking-team/
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The Company

Hacking Team is a Milan-based business offering „offensi-

ve“ capabilities for law enforcement agencies on six con-

tinents. The company employs around 40 people in Mi-

lan. It has offi ces in Annapolis, USA, and Singapore. The 

company defi nes itself in these terms : „Here in Hacking 

Team we believe that fi ghting crime should be easy: we 

provide effective, easy-to-use offensive technology to the 

worldwide law enforcement and intelligence communities. 

Technology must empower, not hinder.“ 3

 

Portfolio 

„Remote Control System is an IT stealth investigative tool 

for LEAs. (It is offensive security technology. It is spyware. 

It is a trojan horse. It is a bug. It is a monitoring tool. It is an 

attack tool. It is a tool for taking control of the endpoints, 

that is, the PCs).“ 4

 

Hacking Team’s „DaVinci“ Remote Control System is 

able, the company says, to break encryption and allow 

law enforcement agencies to monitor encrypted fi les and 

emails (even ones encrypted with PGP), Skype and other 

Voice over IP or chat communication. It allows identifi ca-

tion of the target’s location and relationships. It can also 

remotely activate microphones and cameras on a com-

puter and works worldwide. Hacking Team claims that 

its software is able to monitor hundreds of thousands of 

computers at once, all over the country. Trojans are availa-

ble for Windows, Mac, Linux, iOS, Android, Symbian and 

Blackberry. 5

 

„In modern digital communications, encryption is widely 

employed to protect users from eavesdropping. Unfor-
tunately, encryption also prevents law enforcement 
and intelligence agencies from being able to monitor and 

prevent crimes and threats to the country security.

Remote Control System (RCS) is a solution designed 

to evade encryption by means of an agent directly in-

stalled on the device to monitor. Evidence collection on 

monitored devices is stealth and transmission of collected 

data from the device to the RCS server is encrypted and 

untraceable. For Governmental LEAs and Agencies ONLY. 

[Highlights by Reporters Without Borders]“ 6

The companys spokesperson, Eric Rabe, said, without 

going into details, that the company is able to monitor how 

their software is being used by customers. 7

 

Involvement in critical countries

 The company says it does not sell its software to countries 

that abuse human rights and that the product is used in 

around 30 countries worldwide on fi ve continents.

 

„Software developed by Hacking Team is sold exclusively 

to government agencies, and it is never sold to countries 

that international organizations including the European 

Union, NATO and the US have blacklisted.  An external 

committee of legal experts reviews each proposed sale 

to assure compliance with our policies. Contracts with the 

government purchasers limit the permissible uses of our 

software. We monitor news media and other public com-

munications such as blogs and Internet comment for re-

ports of abuses and investigate when appropriate.”

 

However, several media reports and research by IT secu-

rity experts have found traces of Hacking Team software 

in countries that do not have a good record on democracy 

and human rights.

 

Involvement in Morocco

Hacking Team software was identifi ed on the offi ce com-

puters of the Moroccan news website Mamfakinch just 

days after it received the 2012 Breaking Borders Award 

from Global Voices and Google. The malware was trans-

mitted via an infected Word document that purportedly 

contained important confi dential information.

 

3 http://www.hackingteam.it/index.php/about-us

4 Taken from Hacking Team presentation: http://www.wikileaks.org/spyfi les/docs/hacking-

team/31_remote-control-system-v5-1.html

5  http://www.hackingteam.it/media/video/HT-DarkSecrets.fl v [Maybe insert the video onsi-

te via iFrame and a screenshot for the PDF], also http://www.hackingteam.it/images/stories/

RCS2012.pdf

6 http://www.hackingteam.it/index.php/remote-control-system

7 http://www.spiegel.de/netzwelt/netzpolitik/eric-rabe-vom-hacking-team-trifft-auf-den-

aktivisten-jacob-appelbaum-a-886744.html

http://www.hackingteam.it/index.php/about-us
http://www.wikileaks.org/spyfiles/docs/hackingteam/31_remote-control-system-v5-1.html
http://www.hackingteam.it/media/video/HT-DarkSecrets.flv
http://www.hackingteam.it/images/stories/RCS2012.pdf
http://www.hackingteam.it/index.php/remote-control-system
http://www.spiegel.de/netzwelt/netzpolitik/eric-rabe-vom-hacking-team-trifft-auf-den-aktivisten-jacob-appelbaum-a-886744.html
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Asked by Reporters Without Borders to comment on me-

dia reports that Hacking Team’s software has been used 

in Morocco, the company’s spokesperson did not deny 

that it had been deployed there:

 

„We take precautions to assure our software is not misus-

ed and we investigate cases suggesting it may have been.  

However, we do not disclose client names or the location 

of our clients.“ (via email)

 

United Arab Emirates

Morgan Marquis-Boire, a security expert, examined cor-

rupted attachments in an email that was sent to Ahmed 

Mansoor, a blogger who is from the United Arab Emira-

tes. He found strong indications that a Trojan it contained 

came from Hacking Team. His fi ndings have been pub-

lished by the Citizen Lab, a University of Toronto institute 

specialising in digital issues. 1

TROVICOR

Trovicor is one of the largest providers of lawful intercep-

tion equipment worldwide, claiming to equip more than 

100 countries. The company has been questioned, in par-

ticular during a hearing before the European Parliament 

Subcommittee on Human Rights in 2010, with respect to 

engagement in Iran, but also in Bahrain and Syria, where 

torture and imprisonment of journalists and dissidents oc-

curs on a regular basis, helped by Western technology.

Formerly known as Nokia Siemens Networks (until 2009) 

and Siemens AG, Division for Voice and Data recording. 

Owned by Johann Preinsberger through Ickehorn Asset 

Management.

Country of origin: Germany, Munich

Known branches: Switzerland, Dubai, Islamabad, Kuala 

Lumpur, Prague

Employees: around 170

Website: www.trovicor.com

Portfolio: Monitoring Centre, Lifecycle Management, Intel-

ligence Platform

The company

Trovicor, formerly a branch of Siemens, Department for 

Voice and Data Recording (operating since 1993), is one 

of the leading suppliers of surveillance equipment world-

wide. This former operational division of German com-

pany Siemens claims to equip more than 100 countries 

worldwide with lawful interception technology and their 

specialized monitoring centres. Siemens outsourced this 

chain of business to a newly established business, the 

joint venture Nokia Siemens Networks in 2007. In 2009, it 

was sold again to form the new company Trovicor, which 

is itself owned by an asset management company. 2  The 

new company vowed to fulfi ll all Nokia Siemens Networks 

maintenance contracts. Trovicor is a lead sponsor of 2013 

ISS World in Prague, the world’s biggest fair for surveil-

lance and censorship equipment. 3

„Monitoring centres are, in our view, more problematic 

[than standard lawful interception equipment] and have a 

risk of raising issues related to human rights that we are 

not adequately suited to address. Our core competency 

is not working with law enforcement agencies, who are not 

our typical customers. Those agencies could have an inte-

rest in expanding the capability of monitoring centres bey-

ond the standards-based approach of lawful interception.“ 

(Barry French of Nokia Siemens Networks, testifying to the 

European Parliament) 4

There are many hints that Trovicor is closely cooperating 

with other surveillance technology companies, which sup-

ply wider ranging solutions like Trojans.

„These [Trovicor] turn-key solutions are based on Trovicor’s 

own innovative cores and designed for integrating best-in-

class third party products providing the most fl exible plat-

form for the apprehension of criminals.“ 5  

1 http://munkschool.utoronto.ca/canadacentre/research/backdoors-are-forever/ 2 http://www.nokiasiemensnetworks.com/news-events/press-room/statements/telecoms-

and-human-rights, http://www.nokiasiemensnetworks.com/news-events/press-room/

statement-to-the-public-hearing-on-new-information-technologies-and-human-rights 

3 http://www.issworldtraining.com/iss_mea/sponsors2.html

4 http://www.nokiasiemensnetworks.com/news-events/press-room/statement-to-the-

public-hearing-on-new-information-technologies-and-human-rights

5 http://www.issworldtraining.com/iss_mea/sponsors2.html

www.trovicor.com
http://munkschool.utoronto.ca/canadacentre/research/backdoors-are-forever/
http://www.nokiasiemensnetworks.com/news-events/press-room/statements/telecoms-and-human-rights
http://www.nokiasiemensnetworks.com/news-events/press-room/
http://www.issworldtraining.com/iss_mea/sponsors2.html
http://www.nokiasiemensnetworks.com/news-events/press-room/statement-to-the-public-hearing-on-new-information-technologies-and-human-rights
http://www.issworldtraining.com/iss_mea/sponsors2.html
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Portfolio

Trovicor monitoring centres are capable of intercepting all 

ETSI-standard communications. That means phone calls, 

text messages, Voice over IP calls (like Skype) and Inter-

net traffi c. Spying on hard drives is not possible. Trovicor 

also offers solutions that allow processing and analysis of 

vast amounts of data (intelligent platforms). The company 

explicitly offers Lifecycle Management technology, which 

means they offer fi rst assessment of networks and Inter-

net structure in a country, supply monitoring solutions and 

corresponding training for government offi cials. They also 

maintain and further develop their systems, even deploy-

ing new features on installed hardware. 6

Involvement in Bahrain

Media reports as well as research by human rights groups 

around the world suggests that monitoring centres have 

been delivered to Bahrain and led to imprisonment and 

torture of activists and journalists. Sources from Trovicor 

(who formerly worked at Siemens) confi rmed that techno-

logy was delivered by Siemens in 2006 and then maintai-

ned by its successor companies.

Prisoners like Abd al Ghani Khanjhar have been shown 

records of text messages, emails and intercepted phone 

calls during torture. This information could only have been 

obtained by the country’s interception programme. 7

Currently, Reporters Without Borders, together with the Eu-

ropean Centre for Constitutional and Human Rights, Priva-

cy International, the Bahrain Centre for Human Rights and 

Bahrain Watch, is  pursuing an OECD complaint against 

the company at the German OECD National Contact Point 

to further investigate the company’s involvement in Bah-

rain. 8

Involvement in Iran

Nokia Siemens Network delivered lawful interception tech-

nology to Iran in 2009. When the company suspended 

monitoring centre business, Trovicor continued to maintain 

the monitoring centres. 9

Nokia Siemens Networks still has a presence in Iran, pro-

viding assistance for mobile phone networks. At the end 

of 2011 the company announced they would reduce their 

presence in Iran. 10 

Other known appearances

Media reports state that Trovicor monitoring centre tech-

nology was delivered to Syria in 2000 and 2008. 11

Yemen is said to have purchased Trovicor monitoring cen-

tres. In 2010 the company asked for trademark protection 

in Yemen, indicating that Trovicor does have interests in 

this country. 12

Trovicor has an offi cial branch in Kuala Lumpur, Malaysia. 

In 2009 the company asked for trademark protection in 

that country. 13 

Trovicor is also involved in Germany, where it is providing 

lawful interception for the state police of Bavaria (Landes-

kriminaltamt Bayern). 14

6 http://trovicor.com/en/communication-monitoring-en.html, http://trovicor.de/en/

our-offerings-en/lifecycle-management-en.html see also: http://trovicor.de/images/pdf/

release_t01_2013.pdf 

7 http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-routine-with-

help-from-nokia-siemens-networking.html

8 http://en.rsf.org/bahrein-human-rights-organisations-fi led-04-02-2013,44016.html

9 http://www.belgeler.com/blg/2ztn/nokia-siemens-monitoring-system-used-by-the-iranian-

regime, http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-routine-

with-help-from-nokia-siemens-networking.html

10 http://www.itworld.com/networking/233025/nokia-siemens-scales-down-presence-iran

11 http://www.spiegel.de/international/business/ard-reports-siemens-sold-surveillance-

technology-to-syria-a-826860.html

12 http://www.moit.gov.ye/moit/sites/default/fi les/%20%D8%A7%D9%84%D8%B9%D9

%84%D8%A7%D9%85%D8%A7%D8%AA%20%D8%A7%D9%84%D8%AA%D8%AC%

D8%A7%D8%B1%D9%8A%D8%A9%20%D8%A7%D9%84%D8%B9%D8%A7%D8%AF

%D9%8A%D8%A9%20%D8%A7%D9%8A%D8%AF%D8%A7%D8%B9_1.pdf , also http://

www.abendblatt.de/politik/deutschland/article2003016/Folterer-in-Bahrain-profi tieren-von-

deutscher-Ueberwachungstechnik.html (German)

13 http://www.intellect-worldwide.com/welcome/documents/egazette/MY_

eJournal/2010/25Nov2010-%28Jil.54No.24TMA-No.35%29.pdf 

14 http://ted.europa.eu/udl?uri=TED:NOTICE:382568-2010:TEXT:EN:HTML&src=0&tabId=1 

http://www.iranhumanrights.org/2010/10/shirin-ebadi-nokia-siemens-action-a-major-accomplishment-for-iranians-and-for-people-of-the-world/
http://www.nokiasiemensnetworks.com/news-events/press-room/clarification-on-nokia-siemens-networks-business-in-iran
http://trovicor.com/en/communication-monitoring-en.html, http://trovicor.de/en/
http://trovicor.de/images/pdf/release_t01_2013.pdf
http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-routine-with-help-from-nokia-siemens-networking.html
http://en.rsf.org/bahrein-human-rights-organisations-filed-04-02-2013,44016.html
http://www.belgeler.com/blg/2ztn/nokia-siemens-monitoring-system-used-by-the-iranian-regime
http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-routine-with-help-from-nokia-siemens-networking.html
http://www.itworld.com/networking/233025/nokia-siemens-scales-down-presence-iran
http://www.spiegel.de/international/business/ard-reports-siemens-sold-surveillance-technology-to-syria-a-826860.html
http://www.moit.gov.ye/moit/sites/default/files/%20%D8%A7%D9%84%D8%B9%D9%84%D8%A7%D9%85%D8%A7%D8%AA%20%D8%A7%D9%84%D8%AA%D8%AC%D8%A7%D8%B1%D9%8A%D8%A9%20%D8%A7%D9%84%D8%B9%D8%A7%D8%AF%D9%8A%D8%A9%20%D8%A7%D9%8A%D8%AF%D8%A7%D8%B9_1.pdf
http://www.abendblatt.de/politik/deutschland/article2003016/Folterer-in-Bahrain-profitieren-von-deutscher-Ueberwachungstechnik.html
http://www.intellect-worldwide.com/welcome/documents/egazette/MY_eJournal/2010/25Nov2010-%28Jil.54No.24TMA-No.35%29.pdf
http://ted.europa.eu/udl?uri=TED:NOTICE:382568-2010:TEXT:EN:HTML&src=0&tabId=1
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STATE ENEMIES 
OF THE INTERNET 

BAHRAIN

The Internet in Bahrain

- Population: 1,250,000

- Number of Internet users: 960,000

- Internet penetration rate: 77%

- Number of journalists jailed: 2

- Number of netizens jailed: 1

 

Bahrain has one of the best levels of Internet coverage 

in the Middle East 1. With an Internet penetration rate of 

77%, most Bahrainis are connected. Connection speeds 

are fairly good (ranging from 512k to more than 20M, ac-

cording to the region) and the number of Internet Service 

Providers is very high for the size of the population 2 (23 

ISPs for 1.25 million inhabitants). Batelco, operated by the 

royal family, is the most important one 3.

 

Since 2011 and the start of the street protests, the Inter-

net has proved to be a remarkable communication and 

information tool in Bahrain. Many Bahrainis have Internet 

access at home and activists use the good quality Internet 

connections to share ideas and fi les, whether via online 

media, blogs or social networks 4. According to the latest 

Social Media Club study, the number of Twitter subscri-

bers increased by 40% in the second half of 2012.

Online surveillance

While the speed of Bahrain’s Internet connections is 

among the best in the Gulf, the level of Internet fi ltering and 

surveillance is one of the highest in the world. The royal 

family is represented in all areas of Internet management 

and has sophisticated tools at its disposal for spying on its 

subjects. Reporters Without Borders added Bahrain to its 

list of „Internet Enemies“ in 2012. The situation for freedom 

of information has hardly improved since then amid the 

continuing street protests that began in February 2011 and 

were inspired by the uprisings in Tunisia and Egypt.

Activist community – organized but closely watched

Because of Internet fi ltering, a lot of online content is in 

theory inaccessible to the general public. The fi ltering ob-

viously targets „pornographic“ content but also and above 

all political and religious opinions that are at variance with 

the regime’s. Content about the royal family, the govern-

ment and Bahrain’s Shiite community is strictly regulated 

although there are ways to circumvent the fi ltering.

 

The online activities of dissidents and news providers are 

closely monitored and the surveillance is increasing. Ac-

cording to Reda Al-Fardan, a member of the NGO Bahrain 

Watch, the Bahraini activist community is organized and 

active online, especially on social networks, but also very 

exposed. „The number of attacks or emails containing mal-

ware has increased steadily since March 2012“, he said.

 

Two kinds of cyber-attack have been identifi ed:

- Malware sent as an email attachment

- IP address capturing

 

Phishing

Malware dissemination methods are becoming more and 

more pernicious. Reda Al-Fardan said: „Those responsib-

le for these attacks are becoming more and more intelli-

gent and are using topics such as human rights and me-

dia freedom as baits.“

 

1 http://www.internetworldstats.com/stats5.htm

2 http://www-public.int-evry.fr/~maigron/RIR_Stats/RIPE_Allocations/IPv4/ByNb/BH.html

3 Viva, Batelco’s main competitor, is owned by the Saudi royal family.

4 See the latest RWB report: http://12mars.rsf.org/i/Rapport_Ennemis_Internet_2012.pdf

http://www.batelco.com/
http://socialmediaclub.org/
https://twitter.com/
http://12mars.rsf.org/i/Rapport_Ennemis_Internet_2012.pdf
http://bahrainwatch.org/
http://www.internetworldstats.com/stats5.htm
http://www-public.int-evry.fr/~maigron/RIR_Stats/RIPE_Allocations/IPv4/ByNb/BH.html
http://12mars.rsf.org/i/Rapport_Ennemis_Internet_2012.pdf
http://www.viva.com.bh/
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The University of Toronto’s Citizen Lab research centre 

intercepted some of these malware attachments and 

analysed their content and origin in a July 2012 report 

on Bahrain 5 which included an example of a widely-used 

phishing method:

In the above example, the sender appears to be Melissa 

Chan, a real Al-Jazeera journalist, and the subject matter 

refers to mistreatment of Nabeel Rajab, the head of the 

Bahrain Centre for Human Rights, who was in prison in 

Bahrain at the time.

 

In the Citizen Lab report, software engineer Morgan Mar-

quis-Boire analysed a piece of malware that was forwarded 

to Bloomberg journalist Vernon Silver by the Bahraini jour-

nalist and writer Ala‘a Shehabi. The analysis established 

that the malware’s originating IP address was at the head-

quarters of Bahrain’s biggest ISP, Batelco, which is owned 

by the royal family. 

 

IP address hacking

Twitter and Facebook account piracy is widespread. A 

„classic“ modus operandi is used: bogus email accounts 

or bogus Twitter or Facebook accounts are created that 

are almost exact imitations of the accounts of dissidents. 

These bogus accounts are then used to send emails or 

tweets containing malware in the form of links. Whenever 

a dissident clicks on a link, the malware registers the IP 

address and captures the information in the dissident’s 

account.

 

According to Bahrain Watch, the authorities can use an 

IP address to unmask the person behind an anonymous 

activist account. Once an IP address has been obtained 

– for example, when activists tweet directly from a mobile 

phone, as they often do, without using VPN or Tor or any 

other anonymization method – the authorities just have to 

search the fi les of the mobile phone companies, which 

have the IP addresses used by every client for their mobile 

Internet connections. The person behind an anonymous 

account is easily identifi ed. Everyone in this person’s 

network is then sent emails. And so it goes on. According 

to our sources, some of these attacks come directly from 

the government. Some dissidents have been arrested by 

the interior ministry shortly after clicking on one of these 

links.

 

Passwords demanded during interrogation

Although many dissidents have been arrested for de-

monstrating rather than expressing dissident views, the 

Bahrain Independent Commission of Inquiry’s report said 

that, while detained, they were asked to identify their Face-

book and Twitter contacts and to explain the reason for 

their membership of certain groups, the reasons for cer-

tain „likes“ 6 and so on. It showed that their online activi-

ties were being very closely monitored. The government’s 

opponents are not the only ones to be spied on. Accor-

ding to Bahrain Watch, the online activities of government 

supporters are also closely watched.

 

Ubiquitous royal family

In Bahrain, the royal family controls all of the entities that 

disseminate, monitor and regulate online information. As 

well as Batelco, the leading Internet Service Provider, 

members of the royal family also head the following in-

fl uential bodies:

- IAA (Information Affairs Authority): The offi cial name for 

the information ministry. Headed by Fawaz bin Moham-

med Al Khalifa, a government minister and royal family 

member, the IAA has often been accused of censoring 

the Bahraini media, above all during the February 2011 

protests 7. 

5 https://citizenlab.org/wp-content/uploads/2012/08/09-2012-frombahrainwithlove.pdf 6 http://fi les.bici.org.bh/BICIreportEN.pdf p.358

7 http://uncut.indexoncensorship.org/2012/01/bahrains-information-affairs-authority-cen-

sorshi/

https://citizenlab.org/2012/07/from-bahrain-with-love-finfishers-spy-kit-exposed/
http://www.aljazeera.net/
https://twitter.com/NABEELRAJAB
http://www.bahrainrights.org/en
https://citizenlab.org/
https://citizenlab.org/author/mmboire/
http://www.bloomberg.com/
http://www.guardian.co.uk/profile/ala-a-shehabi
http://www.batelco.com/
https://twitter.com/
https://twitter.com/
https://www.facebook.com/
https://www.facebook.com/
http://bahrainwatch.org/
http://surveillance.rsf.org/en/glossary/#vpn
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
http://www.bici.org.bh/
https://www.facebook.com/
https://twitter.com/
http://bahrainwatch.org/
http://www.batelco.com/
http://www.iaa.bh/
https://citizenlab.org/wp-content/uploads/2012/08/09-2012-frombahrainwithlove.pdf
http://fi les.bici.org.bh/BICIreportEN.pdf
http://uncut.indexoncensorship.org/2012/01/bahrains-information-affairs-authority-censorshi/
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The IAA controls the Bahrain News Agency and the Ba-

hrain Radio and Television Corporation (the government’s 

offi cial mouthpieces), and actively monitors Al-Wasat 1 (the 

country’s only independent newspaper) as well as visiting 

foreign reporters.

 

- CIO (Central Informatics and Communication Organi-

zation): Headed by royal family member Sheikh Salman 

Mohammed Al-Khalifa, the CIO manages the Bahraini In-

ternet, its systems and data. Originally created as a citizen 

personal database, the CIO was given much more exten-

sive powers by royal decree 2. It now has authority over all 

the ISPs, including the power to withdraw an ISP’s licence 

at any time and to access and control all of its online traf-

fi c. This means that, when an Internet user is identifi ed, 

his or her browsing can be monitored. All of this without 

supervision by any independent body.

It is at the CIO that the Internet surveillance mechanisms 

are located. According to Citizen Lab, they include provi-

sion for DPI (see below), which makes it possible to inter-

cept the communications of any Bahraini citizen.

- Ministry of Interior (MOI): As well as exercising direct 

control over the Central Informatics Organization, the MOI 

oversees another entity for combatting cyber-crime – the 

Directorate for Combatting Corruption and for Electronic 

and Economic Security. Created in September 2012, this 

unit urged the public to report „online smear campaigns 

tarnishing the reputation of national symbols and leading 

public fi gures“. Aimed at combatting the „crime of defa-

mation“, especially on online social networks, the initia-

tive led to the arrest of four people for „misuse of social 

networks“ within the fi rst month of its launch. 

- TRA (Telecommunications Regulatory Authority): Headed 

by Mohamed Ahmed Al-Amer and Sheikh Hamed bin Mo-

hamed bin Hamed Al-Khalifa, the TRA was responsible 

for the closure of VoIP sites such as NonoTalk and Seefcall 

in 2010 and 2011 on the grounds that they were illegal 3. 

According to our sources, the TRA gives direct orders to 

ISPs to close or block access to websites that are deemed 

to be illegal.

 

- National Security Apparatus: An intelligence agency 

headed by Adel bin Khalifa bin Hamad Al-Fadhel, the 

NSA actively monitors dissidents and opposition mem-

bers through their profi les on social networks. The NSA 

has been given greater powers 4 since 2010 and has been 

implicated in many cases of torture 5, including the torture 

of Karim Fakhrawi12, an Al-Wasat co-founder and member 

of its board, and the blogger Zakariya Rashid Hassan6.

 

- E-Government Authority: Created with the aim of digita-

lizing all of the government’s activities, the EGA also has 

the thinly disguised goal of gathering as much data as 

possible about the kingdom’s citizens. On the CIO’s initia-

tive (then headed Sheikh Ahmed Bin Atteyatallah Al-Kha-

lifa), the EGA has embarked on a vast online identifi cation 

campaign, called the National Authentication Framework, 

to „facilitate access to services“ for Internet users. In view 

of the royal family’s presence everywhere in telecommu-

nications management and surveillance, this initiative is 

very disturbing.

Technological surveillance arsenal

The Bahraini government seems to have equipped itself 

with all the latest surveillance software and hardware avai-

lable on the market and is in a position to monitor the Inter-

net at all levels.

 

- Blue Coat: In its Planet Blue Coat report, Citizen Lab 

identifi ed a Deep Packet Inspection (DPI) tool produced 

by Blue Coat called PacketShaper. It is used to analyse 

and recognize Internet traffi c and block access to certain 

kinds of content. According to one of the report’s writers, 

Blue Coat is installed at the headquarters of the CIO, 

which manages the entire country’s Internet.

1 http://www.bna.bh/portal/en/news/536417

2 http://www.bna.bh/portal/en/news/494535?date=2012-03-2 

3 http://www.tra.org.bh/en/pdf/Nonotalk_order_press_statment_en.pdf

4 http://www.bahrainrights.org/en/node/3265

5 http://fi les.bici.org.bh/BICIreportEN.pdf pp. 243 à 245

6 http://fr.rsf.org/bahrein-le-fondateur-du-journal-al-wasat-18-04-2011,40036.html 

http://www.bna.bh/
http://www.alwasatnews.com/
https://citizenlab.org/
http://dpi.priv.gc.ca/
http://www.tra.org.bh/
http://www.nonotalk.com/
http://www.seefcall.com/
http://www.alwasatnews.com/
http://www.ega.gov.bh/
http://www.ega.gov.bh/wps/wcm/connect/30ce1b80487c4a05b62bbf0304bf950d/NAF.pdf?MOD=AJPERES&CACHEID=30ce1b80487c4a05b62bbf0304bf950d
https://citizenlab.org/2013/01/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/
https://citizenlab.org/
http://dpi.priv.gc.ca/
http://www.bluecoat.com/
http://www.bluecoat.com/products/packetshaper
http://www.cio.gov.bh/cio_eng/index.html
http://www.bna.bh/portal/en/news/536417
http://www.bna.bh/portal/en/news/494535?date=2012-03-2
http://www.tra.org.bh/en/pdf/Nonotalk_order_press_statment_en.pdf
http://www.bahrainrights.org/en/node/3265
http://fi les.bici.org.bh/BICIreportEN.pdf
http://fr.rsf.org/bahrein-le-fondateur-du-journal-al-wasat-18-04-2011,40036.html
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- Gamma/FinFisher: Bahrain Watch and Citizen Lab have 

also demonstrated that a Gamma product called FinSpy, 

part of the FinFisher suite, was used in Bahrain. FinFisher 

products can potentially spy on any computer, control 

webcams and record all keystrokes, Skype conversations 

and even mobile phone conversations 7.

 

Gamma insists that the FinSpy product used in Bahrain 

was stolen 8. It is surprising, to say the least, that a com-

pany specializing in computer security such Gamma 

allowed one of its own security products to be stolen 

during a demonstration. It is even more astonishing that 

the FinFisher products discovered in Bahrain by Citizen 

Lab were updated 9. According to Bill Marczak, a member 

of Bahrain Watch and author of the Citizen Lab report on 

Bahrain, the FinSpy versions found in Bahrain in March 

2012 were FinSpy 4.01 while FinSpy 4.00 had previously 

been identifi ed.

 

- Trovicor: According to our sources, Bahrain has also had 

Trovicor products since the late 1990s. Like FinFisher, Tro-

vicor’s products can be used to monitor Internet conversa-

tions, mobile phone conversations and SMS. Other com-

panies such as Nokia Siemens Networks have been told in 

the past to stop selling their tracking software in Bahrain10. 

NSN, whose datacentre was taken over by Trovicor, sold 

surveillance products that made it possible for the authori-

ties to arrest and torture government opponents.

 

SmartFilter, a software programme sold by the US com-

pany McAfee, was also used in combination with DPI tools 

until 2011 11.

 

Main freedom of information violations

Reporters Without Borders has followed a dramatic in-

crease in violations of freedom of information in Bahrain 

during the past three years, dating back to before the 

start of the anti-government protests. The government’s 

crackdown has been successful thanks to a news blac-

kout made possible by an impressive arsenal of repres-

sive measures and widespread surveillance, including the 

sidelining of foreign media, harassment of human rights 

activists, arrests and prosecutions of bloggers and ne-

tizens, and smear campaigns against free speech acti-

vists. Many journalists, netizens and members of human 

rights groups are currently in prison or facing jail terms 

because of a Tweet, article, photo or Facebook post.

 

The role played by news providers has been all the more 

important because many foreign journalists have been 

denied entry on arriving in Bahrain. Asem Al Ghamedi of 

Al-Jazeera 12, Nicholas Kristof of the New-York Times and 

a Frankfurter Allgemeine Zeitung 13 reporter were all turned 

back at the end of 2012. In some cases, offi cials claimed 

there had been procedural irregularities in the issuing of 

visas 14.

 

On 1 March 2013, the following were in prison of fa-

cing a jail term

Dr. Abduljalil Al-Singace, a human rights defender and 

blogger, was one of a total of 21 defendants who were gi-

ven very long jail sentences on 22 June 2011 of charges of 

belonging to terrorist organizations and trying to overthrow 

the government. All possibilities of appeal have been ex-

hausted, and Al-Singace is now serving a life sentence.

 

Ali Abdulemam was tried in absentia in the same case, 

receiving a 15-year-jail sentence. After the release of the 

Bassiouni report, the Bahraini judicial authorities ordered 

a new trial before an appeal court.

 

Ahmed Humaidan, a photojournalist who has won 143 in-

ternational prizes 15, has been detained since 29 Decem-

ber 2012 for documenting human rights violations. While 

held, he has been tortured and forced to confess to a 

crime he insists he did not commit. 

 

Hassan Salman Al-Ma’atooq: a photographer in prison 

since March 2011, is accused of falsifying photos of inju-

red persons and circulating false photos and false reports.

 

7 http://www.bloomberg.com/news/2012-08-29/spyware-matching-fi nfi sher-can-take-

over-iphone-and-blackberry.html

8 http://www.guardian.co.uk/world/2013/feb/02/uk-fi rm-spyware-bahrain

9 http://bahrainwatch.org/blog/2013/02/06/uk-spyware-in-bahrain-companys-denials-

called-into-question/

10 http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-routine-with-

help-from-nokia-siemens-networking.html

11 http://online.wsj.com/article/SB10001424052748704438104576219190417124226.html

12 http://thepeninsulaqatar.com/qatar/219431-al-jazeera-journalist-denied-entry-bahrain-

rejects-charge.html

13 http://bahrainwatch.org/access/

14 http://byshr.org/?p=942

15 http://www.bahrainrights.org/en/node/5586
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http://www.rsf.org/
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http://www.aljazeera.net/
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http://www.nytimes.com/
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http://fr.rsf.org/bahrein-un-blogueur-condamne-a-la-prison-a-22-06-2011,40506.html
http://files.bici.org.bh/BICIreportEN.pdf
http://en.rsf.org/bahrain-authorities-cracking-down-hard-on-28-01-2013,43958.html
http://fr.rsf.org/+arrestation-de-hassan-salman-al-ma+.html
http://www.bloomberg.com/news/2012-08-29/spyware-matching-fi nfi sher-can-takeover-iphone-and-blackberry.html
http://www.guardian.co.uk/world/2013/feb/02/uk-fi rm-spyware-bahrain
http://bahrainwatch.org/blog/2013/02/06/uk-spyware-in-bahrain-companys-denials-called-into-question/
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The many human rights defenders and news providers 

who have been the victims of government repression in-

clude, Nabeel Rajab, the president of the Bahrain Centre 

for Human Rights, and Said Yousif Al-Muhafdha, the 

centre’s acting vice-president 1.

Netizens victims of violence and torture

The citizen-journalist Ahmed Ismail Hussain was killed 

while covering a peaceful demonstration in Salmabad on 

31 March 2012. Those responsible are still not known. On 

the other hand, the authorities were clearly to blame for 

the deaths of Karim Fakhrawi, a co-founder of the news-

paper Al-Wasat and member of its board, and Zakariya 

Rashid Hassan, a blogger. Both died in detention after 

being tortured. 

 

Reporters Without Borders condemns such denial of 

justice. Two judicial masquerades in late 2012 again hi-

ghlighted the way journalists are treated: the journalist 

Reem Khalifa’s conviction without her lawyers being able 

to examine the case against her, and Lt. Sarah Al-Moosa’s 

acquittal on a charge of torturing the journalist Nazeeha 

Saeed. After this acquittal, Reporters Without Borders 

formally asked the United Nations special rapporteur on 

the independence of judges and lawyers on 23 October 2 

to examine the issue of impunity for those responsible for 

violence against journalists in Bahrain. 

Technical solutions

Spyware such as FinFisher is widely used in Bahrain. The 

FinFisher suite is rarely detected by antivirus applications. 

The only way to protect against this kind of software is to 

take effective precautionary measures before a computer 

or mobile phone is infected.

 

- Do not install any software received by email.

- Install software from a website only when https is used. 

The risk of phishing is reduced when certifi cates gua-

rantee the identity of an https page.

- Do not install software from an unfamiliar source, even 

when the installation is recommended by a window that 

has opened up on your screen.

- Systematically update your operating system and the 

software installed on your computer. Updates often ad-

dress security fl aws.

- Do not browse with Internet Explorer. As it is the most 

widely-used browser, more malware targets it. Use Firefox 

or Chrome instead.

 

Protecting online anonymity is another security challenge. 

Many dissidents who used Twitter anonymously were ar-

rested after clicking on an innocent-looking link that sent 

them to a webpage designed to capture their IP address, 

which the authorities then used to obtain their identity from 

Internet access providers. Using a VPN or Tor prevents 

this by anonymizing your IP address.

 

There are many VPN providers. They include Astrill VPN, 

Pure VPN and HMA. The Guardian Project offers a range 

of applications that will protect anonymity and privacy 

while using an Android phone. They include Orbot, a mo-

bile phone version of Tor.

 

The NGO Access Now has published a guide to protec-

ting data and communications for Middle East residents, 

with a section dedicated to mobile phones.

 

Finally, Tails is an operating system designed to protect its 

user’s anonymity. Run from a DVD or USB stick, it allows 

you to browse the Internet anonymously on almost any 

computer, and leaves no trace.

For more information, read our Online survival kit

1 http://fr.rsf.org/bahrein-nabeel-rajab-a-nouveau-emprisonne-10-07-2012,43003.html

2 http://www.tra.org.bh/en/pdf/Nonotalk_order_press_statment_en.pdf

http://fr.rsf.org/bahrein-arrestation-de-nabeel-rajab-07-05-2012,42575.html
https://twitter.com/SAIDYOUSIF
http://fr.rsf.org/bahrein-un-citoyen-journaliste-bahreini-03-04-2012,42233.html
http://www.alwasatnews.com/
http://fr.rsf.org/
http://fr.rsf.org/bahrein-denis-de-justice-et-condamnations-14-11-2012,43677.html
http://fr.rsf.org/bahrein-une-policiere-reconnue-non-22-10-2012,43566.html
http://fr.rsf.org/
http://www.bestvpnservice.com/blog/best-vpn-service-top-10-vpn-service-providers/
https://www.astrill.com/knowledge-base/18/Astrill-VPN-Setup#FAQ
http://www.purevpn.com/tutorials.php
https://hidemyass.com/vpn/software/portable/
https://guardianproject.info/apps/
https://guardianproject.info/apps/orbot/
https://www.accessnow.org/pages/protecting-your-security-online
https://www.wefightcensorship.org/fr/article/guide-protection-vos-donnees-et-votre-anonymat-telephone-portablehtml.html
https://www.wefightcensorship.org/fr/article/tails-systeme-dexploitation-live-taille-lanonymathtml.html
Online survival kit
http://fr.rsf.org/bahrein-nabeel-rajab-a-nouveau-emprisonne-10-07-2012,43003.html
http://www.tra.org.bh/en/pdf/Nonotalk_order_press_statment_en.pdf
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CHINA

The Internet in China

- Population: 1.34 billion

- Number of Internet users: 564 million

- Internet penetration rate: 42.1 percent

- Number of journalists in prison: 30

- Number of netizens imprisoned: 60

 

The Chinese Communist Party runs one of the world’s 

biggest digital empires, if not the biggest. In the Middle 

Kingdom, all Internet access is owned by the state, which 

is usually another way of saying the Party. Individuals 

and companies have to rent their broadband access 

from the Chinese state or a state-controlled company. 

The four national networks, CTNET, Chinanet, Cernet and 

CHINAGBN, are the backbone of the Internet in China. 

The network was restructured in 2008, leading to the 

emergence of three major national service providers, 

China Telecom, China Unicom and China Mobile, in all of 

which the state has a majority control. Public access to the 

Internet is delegated to regional companies.

In a report issued in January this year, the government’s 

China Internet Network Information Center (CNNIC) clai-

med a penetration rate of 42.1 percent. It says China has 

564 million Internet users, of whom 277 million access 

the Internet via a mobile device. Number of Facebook 

users has reached 63.5 million (an eight-fold increase in 

two years), Twitter users are now 35 million (a three-fold 

increase in three years). Estimated number of Weibo users 

is 504 million.

A DSL connection with a data rate of one megabit costs 

between $10 and $20 a month, depending on the pro-

vince.   

  

Surveillance of the network

A government matter

 

Many government departments are involved in censoring 

and monitoring the Web:

1) The Internet Affairs Bureau and the Centre for the Study 

of Public Opinion of the State Council Information Offi ce 

(effectively the government)

2) The Internet Bureau and the Information and Public Opi-

nion Bureau of the Publicity Department (formerly the Pro-

paganda Department).

3) The Ministry of Industry and Information Technology 

(MIIT)

4) The Internet Information Security Supervision of the Mi-

nistry of Public Security

5) The Ministry of Industry and Information Technology’s 

Internet Illegal Information Reporting Centre

   

Table: Internet control bodies 

http://www1.cnnic.cn/IDR/ReportDownloads/201302/P020130221391269963814.pdf
http://tech2ipo.com/58063
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The fourth and fi fth of these bodies deal with issues of por-

nography, violence and computer fraud. The MIIT does 

not have direct control over the Internet. The bodies that 

have any real effect are the State Council Information Of-

fi ce and the Publicity Department.

The Great Firewall of China

The tools put in place to fi lter and monitor the Internet are 

collectively known as the Great Firewall of China. Begun 

in 2003, it allows access to foreign websites to be fi ltered. 

Besides the usual routing regulations that allow access to 

an IP address or a particular domain name to be bloc-

ked, the Great Firewall of China makes large-scale use of 

Deep Packet Inspection (DPI) technology to block access 

based on keyword detection.

 

According to a report entitled Planet Blue Coat by The 

Citizen Lab, an interdisciplinary research centre at the 

University of Toronto, at least three Blue Coat servers are 

used by the ISP China Net (controlled by the Chinese 

government) in Szechuan Province. Their presence was 

detected in late 2012. Blue Coat is a company that specia-

lises in network surveillance products. The servers iden-

tifi ed in China are of the PacketShaper type. They allow 

monitoring and control of Internet traffi c by blocking feeds 

and content that are considered undesirable.  

 

Access to circumvention tools

There are many ways of circumventing this Orwellian sur-

veillance system, such as proxy servers, VPN, and Tor, but 

these are little used by ordinary Chinese.

 

Subscription VPN is not popular in China. It requires a cre-

dit card, which is an effective means of identifi cation. Also, 

given that any company selling VPN services in China 

must register with the Ministry of Industry and Information 

Technology, using them can be even more risky.

 

Free workaround tools such as Tor or Freegate are 

constantly targeted by the authorities, which makes them 

slow and unstable. This means they are not used regu-

larly. That leaves solutions provided by companies outside 

China. Until recently, these were the preferred alternative 

for Chinese citizens.

 

Great Firewall of China now plugged in

During the 18th Chinese Communist Party Congress last 

November, the Chinese authorities, keen to tighten their 

stranglehold on news and information, carried out a major 

upgrade of the Great Firewall. VPN services provided by 

non-Chinese companies were scrapped.  The main users 

of foreign-hosted VPN had their connections cut.

 

The Great Firewall now has the ability to dynamically block 

encrypted connections. One of the country’s main ISPs, 

China Unicorn, automatically cuts a connection as soon 

as it is used to transmit encrypted content.  

 

Until now, only the VPN service of the company Astrill ap-

pears to allow Chinese citizens to pass through the Great 

Firewall and remain unidentifi ed on the Internet. The other 

main VPN providers such as Witopia, StrongVPN and Air-

VPN remain blocked.

 

Workarounds blocked, netizens exposed

The use of VPN not only allows users to circumvent obs-

tacles imposed by the authorities but also to conceal 

their IP addresses and encrypt their Internet communica-

tions. The main hitch caused by the upgrade of the Great 

Firewall and the blocking of all means of encryption is that 

this exposes Chinese journalists’ and netizens’ communi-

cations to the authorities’ monitoring system.

 

Integrated monitoring system

The monitoring system developed by China is not confi -

ned to the Great Firewall, i.e. monitoring and blocking ou-

tgoing and incoming communications. Monitoring is also 

built into social networks, chat services and VoIP.

 

In China, private companies are directly responsible to the 

authorities for surveillance of their networks to ensure ban-

ned messages are not circulated.   

 

The QQ application, owned by the fi rm Tencent, allows the 

authorities to monitor in detail exchanges between Internet 

users by seeking certain keywords and expressions. The 

author of each message can be identifi ed by his or her 

user number. The QQ microblogging site is effectively a 

giant Trojan horse.

 

https://citizenlab.org/2013/01/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/
https://citizenlab.org/
https://www.bluecoat.com/products/packetshaper
https://www.wefightcensorship.org/article/virtual-private-network-vpnhtml.html
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
http://www.globaltimes.cn/content/750158.shtml
https://www.torproject.org/
http://en.rsf.org/china-already-reelected-censorship-and-08-11-2012,43650.html
http://news.cnet.com/8301-1009_3-57559531-83/china-reinforces-its-great-firewall-to-prevent-encryption/
https://www.astrill.com/
http://www.qq.com/
http://www.tencent.com/zh-cn/index.shtml
http://www.secretchina.com/news/10/04/01/342464.html
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Since March last year, new legislation requires all new 

users of micro-blogging sites to register using their own 

name and telephone number.  To force existing users to 

submit to scrutiny, the site Sina Weibo introduced a points-

based permit two months later as part of its new user 

conditions. Each of Weibo’s 300 million users is assigned 

an initial 80 points. A predetermined number of points is 

deducted for each violation of the conditions. When users 

have been stripped of all their points, their Weibo accounts 

are closed. Users on the verge of running out of points will 

be able to recover some if they spend two months without 

committing a violation or if they perform some unspecifi ed 

promotional activity.

 

The highly popular WeChat mobile phone text and voice 

messaging communication service developed by Tencent 

changed its user conditions in February. Public users of 

the application, largely used by companies and celebri-

ties, must now provide the number of their national identity 

card, their mobile telephone number and other personal 

information. They must also submit a copy of their identity 

card.

 

To ensure full control and put a stop to any attempt to 

prevent identifi cation, the National People’s Congress ap-

proved a rule requiring citizens who want to subscribe to 

Internet and phone services to provide their real identities.

 

TOM-Skype

It is not only social networks that are affected by these 

control measures. Skype, one of the world’s most popular 

Internet telephone platforms, is closely monitored. Skype 

services in China are available through a local partner, 

the TOM media group. The Chinese-language version of 

Skype, known as TOM-Skype, is slightly different from the 

downloadable versions in other countries.  

 

In order to conform to the restrictions imposed by the go-

vernment, TOM-Skype software is equipped with an auto-

matic fi lter. When certain keywords are detected in a text 

chat, the message is blocked and stored on an online ser-

ver, according to a report by the OpenNet Initiative Asia.  

It said certain user names may also trigger the monitoring 

and interception of TOM-Skype text chats. The OpenNet 

Initiative Asia report also says everyday conversations are 

captured on servers. A sender’s or recipient’s name may 

be enough in itself to trigger the interception and storage 

of a conversation.    

 

If workaround tools such as Tor or VPN are not used, the 

offi cial Skye website (http://www.skype.com) redirects the 

user to the TOM-Skype website. The two sites are similar 

and some TOM-Skype users may not be aware that they 

are using a modifi ed version of Skype and their security 

may be at risk.

In January this year, Reporters Without Borders and other 

NGOs sent an open letter to Skype asking it to clarify its 

relationship with TOM-Skype and to give details of the 

surveillance and censorship capabilities embedded in its 

software.   

Foreign companies asked to help

The Quality Brands Protection Committee, which repre-

sents a number of multinational companies operating in 

China such as Apple, Nokia, Toyota and Audi, sent an 

email to its 216 members informing them of the Chinese 

authorities’ concerns about the use of VPN by their em-

ployees in China to bypass the Great Firewall and com-

municate with other branches outside the country, and 

warning them they may be visited by the police. The email 

reported that the Chinese authorities were concerned 

about the use of VPN by multinational companies opera-

ting in China.

 

http://en.rsf.org/china-prior-censorship-legalized-secret-16-03-2012,42146.html
http://www.weibo.com/
http://en.rsf.org/china-weibo-microblog-users-to-be-29-05-2012,42689.html
http://www.weibo.com/login.php?url=http%3A%2F%2Fservice.account.weibo.com%2Froles%2Fguiding
http://www.skype.com/en/
http://www.skype.com/en/
http://www.skype.com/en/
http://opennet.net/blog/2008/10/oni-affiliate-reveals-chinese-surveillance-skype-messages
http://opennet.net/blog/2008/10/oni-affiliate-reveals-chinese-surveillance-skype-messages
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.wefightcensorship.org/article/virtual-private-network-vpnhtml.html
http://www.skype.com/
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Police in Beijing, Hebei and Shandong were reported to 

have already asked some of these fi rms to install software 

allowing their networks to be monitored, on pain of having 

their Internet access cut off.

 

Collateral damage

A major impediment to the deployment of tools to moni-

tor and control the network in China, aside from the issue 

of freedom of expression to which the Chinese pay little 

heed, is the economic impact of such measures on both 

Chinese and foreign companies. In the Internet age, sur-

veillance is a cost that has an effect on business compe-

titiveness.

 

Those who run online portals are frustrated by the time 

and energy invested in implementing censorship mecha-

nisms. China’s Web giant Tencent has to invest a huge 

sum in implementing censorship mechanisms in its online 

chat service. When the Great Firewall was upgraded, 

since when encrypted connections have been routinely 

blocked, many foreign companies operating in China that 

use VPN to access data outside the country have been 

penalised.

 

A recent example of the economic boundaries of cen-

sorship and control of the Chinese network concerns the 

biggest open-source hosting and repository platform, Gi-

tHub. GitHub hosts open-source software and numerous 

libraries of code that are invaluable for software develo-

pers.

After GitHub published a list of those who contributed 

code to the Great Firewall, and the large number of com-

ments that ensued on the site, the Chinese authorities tried 

to block access to it. But GitHub uses the protocol https 

which prevents the authorities from blocking just the page 

containing the names of the Great Firewall contributors. 

Their other choice was to block access to the whole site, 

thereby denying access by Chinese companies working 

in the new technology sector to indispensible lines of code 

that it hosts, which was not an option.

 

Their only way of tackling the issue was a so-called „man-

in-the-middle attack“. A third party posing as a certifi ca-

tion authority can interpose themselves between an https 

site and an individual user and intercept encrypted com-

munications. This type of attack may not be obvious and 

most browsers, such as Chrome and Firefox, send secu-

rity alerts to warn users when one is in progress. 

 

The Chinese authorities use this system. On 26 January 

this year, Chinese Internet users who connected to GitHub 

received a warning that a third party was impersonating 

the site. The authorities’ man-in-the-middle attack lasted 

,just an hour and was rather crude and easily identifi able. 

During that hour, however, any users who ignored their 

browsers’ warnings could have been tracked, their IP ad-

dress recorded and their passwords intercepted.

 

Internal and external surveillance

China has shown itself willing to extend surveillance 

beyond its own borders. On 30 January, the New York 

Times reported that it had been the target of attacks by 

the Chinese government. The fi rst breach took place on 13 

September 2012 when the newspaper was preparing to 

publish an article about the fortune amassed by the family 

of outgoing Prime Minister Wen Jiabao.

 

The newspaper said the purpose of attacks was to identify 

the sources that supplied the newspaper with information 

about corruption among the prime minister’s entourage. 

The Wall Street Journal and CNN also said they had been 

the targets of cyber attacks from China. In February, Twit-

ter disclosed that the accounts of some 250,000 subscri-

bers had been the victims of attacks from China similar to 

those carried out on the New York Times. 

 

http://www.tencent.com/
http://www.netresec.com/?month=2013-02&page=Blog&post=Forensics-of-Chinese-MITM-on-GitHub
https://github.com/
https://gist.github.com/shenzhuxi/4635732
https://en.greatfire.org/blog/2013/jan/china-github-and-man-middle
http://www.nytimes.com/
http://online.wsj.com/
http://www.cnn.com/
http://www.nytimes.com/
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Mandiant, the company engaged by the NYT to secure its 

nework, identifi ed the source of the attacks as a group of 

hackers it called Advanced Persistant Threat 1. According 

to a Mandiant report, the group operated from a 12-storey 

building in the suburbs of Shanghai and had hundreds, 

possibly thousands, of staff. It is believed to have the di-

rect support of the Chinese government and is a unit of 

the People’s Liberation Army. While it is clear the attacks 

on the New York Times, the Washington Post and Twitter 

did take place and where they originated from, the debate 

sparked by the report by Mandiant, which also counts the 

U.S. government among its clients, has given the compa-

ny unhoped-for media exposure. The boundary between 

a successful public relations campaign and a factual re-

port is diffi cult to set.   

Main violations in the country: emblematic cases of 

journalists or netizens arrested

China jails more people involved in news and information 

than any other country. Today 30 journalists and 69 ne-

tizens are in prison. Among them are several emblematic 

victims of the crackdown, which is subject to lulls as well 

as periods of tension, such as the start of the Arab spring 

and before and during last year’s party Congress.

 

Many foreign journalists in China have told Reporters 

Without Borders that they take for granted that their te-

lephones are tapped and their email is monitored. Local 

journalists also report that it has become more diffi cult for 

them to do their job. Many are suspicious of their foreign 

colleagues.

 

The cyber dissident Hu Jia served three-and-a-half years 

in prison for “inciting subversion”. He was released in June 

2011 but is still deprived of his civil rights and remains un-

der house arrest. A few months after his release, the au-

thorities seized his personal computer in order to retrieve 

his contacts and sensitive data.   

 

In Tibet, there is now routine surveillance of Buddhist 

monks, among the last remaining conduits of information. 

The authorities have shown they are prepared to carry out 

raids on monasteries. On 1 September, 60 military vehi-

cles descended on the Zilkar Monastery. Computers, 

DVDs, documents and photographs were seized from the 

monks’ rooms. 

During the night of 5 November, a few days before the par-

ty congress opened, the lawyer and blogger Shu Xiang-

xin, who specialises in land rights in the eastern province 

of Shandong, was arrested and his computer seized.

 

On 9 November, the blogger Cheng Zuo Liang was taken 

to the police headquarters in the eastern city of Ningbo for 

questioning about his links to a case involving the building 

of a polluting chemical plant. The police reminded Cheng 

he was banned from talking to Hu Jia during the party 

congress. The police also cited details from phone calls 

and emails between the two dissidents, confi rming that 

Hu was under close police surveillance.

 

In April 2012, the artists and human rights campaigner Ai 

Weiwei, made a mockery of the surveillance arrangements 

by installing four webcams in his offi ce and bedroom 

which fi lmed him around the clock. His web feed was shut 

down after a few hours.

Possible solutions

Websites such as GitHub, which are economically indis-

pensible as well as performing a social function, present a 

real challenge to the Chinese authorities, who are unable 

to block or monitor them without penalising an entire sec-

tion of the economy. This kind of service is a headache for 

China’s Web monitors and provides a loophole for Chinese 

users of the Internet.

 

Other services such as repository services, servers that 

host the source code for Linux applications, have similar 

characteristics as GitHub and are an ideal way of getting 

past the Great Firewall, although they are diffi cult for non-

developers to access.  

 

Since the Great Firewall was upgraded, both subscription 

and free-of-charge VPN providers have developed their 

technologies still further. As of now, the free VPN available 

through Freegate still functions and can be used. As far 

as subscription software goes, Astrill has been the most 

responsive and its product is still able to circumvent the 

blockages in China.

 

http://www.mandiant.com/
http://www.nytimes.com/
http://www.washingtonpost.com/
https://twitter.com/
http://en.rsf.org/press-freedom-barometer-journalists-imprisoned.html?annee=2013
http://en.rsf.org/press-freedom-barometer-netizens-imprisoned.html?annee=2013
https://twitter.com/hu_jia
http://en.rsf.org/chine-censorship-and-freedom-of-08-11-2012,43649.html
http://www.guardian.co.uk/artanddesign/2012/apr/03/ai-weiwei-webcams-supporters-security-services
http://weiweicam.com/
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This year the Chinese authorities have shown themselves 

to be responsive and that they know how to develop the 

Great Firewall to cope with major events such as the Bo 

Xilai scandal and the 18th party congress. It is a real cat-

and-mouse game between government technicians and 

“hacktivists” or companies that offer data encryption and 

ways of circumventing the Great Firewall. In the words of a 

Freegate engineer, it is a matter of staying one step ahead 

and keeping future improvements in circumvention tech-

nology up one’s sleeve. The main diffi culty in this game is 

to provide journalists and netizens on the ground with the 

latest software. 

For more information, read our Online survival kit.  

 

IRAN

- Population: 77 million

- Number of Internet users: 25.2 million 1

- Internet penetration rate: 32.8%

- Journalists in prison : 26 

- Netizens in prison: 20

- Netizen killed in past year: 1

 

Iran has more than 150 Internet Service Providers or com-

panies advertising themselves as such. Many of these 

services have been privatized since 2009 but that does 

not mean they have become fully independent of the go-

vernment. The leading ones are still linked to the govern-

ment and all are accountable to it. This biggest one, DCI, 

is owned by the Revolutionary Guards. Novinnet, Shatel, 

Asretelecom, Pardis, Persian-net, Tehrandat, Neda, Aski-

ran and Tavana are the other leading ISPs.

 

Iranian Internet – fact and fi ction

Iran has been connected to the Internet since the mid-

1990s. For economic and political reasons, the authorities 

have developed the communications infrastructure to the 

point that Iran has the biggest number of Internet users 2 in 

the region. Iran’s Internet depends on the Mullah regime, 

which controls infrastructure, technology and regulatory 

bodies, and has imposed repressive legislation.

 

While most Iranians get their news from television 3, the 

Internet plays a key role in circulating news and informa-

tion thanks to dissidents and independent news provi-

ders. They report developments or views ignored by the 

traditional media, and cover government repression. The 

authorities often accuse social networks of being tools in 

the pay of western powers that are plotting against the 

government.

 

Internet connection speed has become an indicator of the 

political situation and the government alert level. On the 

eve of dates or anniversaries that could give rise to de-

monstrations, the connection speed is slowed right down 

to prevent the circulation of photos and videos. The Iranian 

Internet is not more politicized than in other countries, but 

it is defi nitely more closely watched. What marks it out is 

the fact that anything straying from the offi cial line is auto-

matically deemed to be „political“ and subject to fi ltering 

or surveillance. Fashion, cuisine and music websites are 

often blocked just as opposition and independent news 

websites are.

 

„Halal Internet“

For the past decade, the government media have talked 

intermittently about the apparently insane project of crea-

ting „Our Own Internet“ in Iran but it is fi nally beginning 

to take shape. The regime accelerated implementation in 

September 2012 on the grounds of a series of cyber-at-

tacks on Iran’s nuclear installations 4. 

 

1 http://data.worldbank.org/indicator/IT.NET.USER.P2/countries/1W?display=graph 2 It should be noted that Iran’s communication ministry often infl ates the fi gures.

3 http://www.global.asc.upenn.edu/fi leLibrary/PDFs/FindingaWay.pdf

4 http://fr.rsf.org/iran-lancement-imminent-de-l-internet-21-09-2012,43430.html

http://www.wefightcensorship.org/
http://www.novinnet.ir/
http://www.shatel.ir/
http://www.asretelecom.net/
http://www.pardis.ir/
http://www.persian-net.com/
http://www.tehrandat.net/
http://www.neda.net/
http://www.askiran.com/
http://www.tavana.net/
http://data.worldbank.org/indicator/IT.NET.USER.P2/countries/1W?display=graph
http://www.global.asc.upenn.edu/fi leLibrary/PDFs/FindingaWay.pdf
http://fr.rsf.org/iran-lancement-imminent-de-l-internet-21-09-2012,43430.html


25//////////////////////////////////////////////////////////  ENEMIES OF THE INTERNET / 12 MARCH 2013 /  STATE ENEMIES /  IRAN

The construction of this parallel Internet, with a high 

connection speed but fully monitored and censored, is 

supposed to be completed in the very near future. It is 

intended that all Iranian websites will be hosted on local 

servers. Applications and services such as email, search 

engines and social networks are to be developed under 

government control 5. This Intranet’s imminent nationwide 

launch is disturbing. It will allow large-scale surveillance 

and the systematic elimination of dissent.

 

For the time being, only government offi ces are connec-

ted to the national Internet but it seems that the general 

public will eventually have no choice but to use it too. Ac-

cording to the information obtained by Reporters Without 

Borders, the government plans to reduce the international 

Internet’s connection speed (which is already limited to 

128Kb/s 6) and to increase the cost of subscribing to it, in 

order to make subscribing to the faster national Internet 

much more attractive.

 

Technical surveillance

„In reference to the Computer Crime Law, access to the 

requested website is not possible.“

 

The Islamic Republic of Iran possesses a technological 

and legislative arsenal that allows it to keep its Internet un-

der close surveillance. Filtering, control of Internet Service 

Providers, prohibitions, and monitoring of email content, 

chats and VoIP conversations are all legal.

The complexity of Iran’s internal politics and the approa-

ching elections lend an additional opaque, unpredictable 

and at times apparently illogical character to the “legal” 

surveillance. The blocking of pro-regime websites and the 

outcry from government offi cials that followed the blocking 

of Google in Iran are examples of this.

 

„Official“ surveillance and political infi ghting

The current political situation is such that it is almost im-

possible to determine the criteria for blocking content. The 

number of authorities, institutions, commissions and com-

mittees with responsibility for Internet management has 

grown ever since Mahmoud Ahmadinejad became pres-

ident. They subject the Iranian Internet to an illogical and 

uncoordinated rollercoaster on the basis of often divergent 

political interests.

 

Internet Service Providers must register with the govern-

ment and websites must get a licence from the Telecom-

munication Company of Iran (TCI). Blogs must also „re-

gister“ with the Ministry of Culture and Islamic Guidance 

before being carefully scrutinized by the Working Group for 

Determining Criminal Content 7 and the Supreme Council 

for Cyberspace, which is headed by President Ahmadine-

jad and consists of government ministers, Revolutionary 

Guards and supporters of the Supreme Leader 8.

To ensure that online content does not contravene the spi-

rit and „values of the Revolution“, fi ltering is carried out at 

all levels by such means as blacklists, keywords, URLs 9 

and IP addresses that are often shaped by internal politi-

cal tension. Conservative opinion websites (such as Amir 

Hassan Sagha’s blog and Mehdi Khazali’s blog10) and pro-

Ahmadinejad sites (such as the Shomanews website) are 

among those that have been blocked. Several pro-Ahma-

dinejad bloggers were prosecuted by the Tehran prose-

cutor’s offi ce in 2012 for criticizing supporters of Ayatollah 

Ali Khamenei. More and more journalists with conservative 

media are falling victim to the infi ghting between Khame-

nei and Ahmadinejad factions.

 

5 https://citizenlab.org/2012/11/irans-national-information-network/

6 http://www.lemonde.fr/proche-orient/article/2012/12/05/iraniens-encore-un-effort-pour-

nationaliser-l-internet_1798592_3218.html

7 This committee reports to the Tehran prosecutor’s offi ce.

8 http://fr.rsf.org/iran-iran-12-03-2012,42014.html

9 List of blocked URLs: https://citizenlab.org/data/iranreport/

10 http://fr.rsf.org/iran-la-repression-sans-fi n-du-regime-06-03-2012,42003.html

http://www.rsf.org/
https://citizenlab.org/2012/11/irans-national-information-network/
http://storify.com/smallmedia/a-new-era-for-iran-s-conservative-bloggers-filteri
http://www.reuters.com/article/2012/10/01/net-us-iran-internet-google-idUSBRE8900GS20121001?irpc=932
http://www.tci.ir/
http://internet.ir/
http://hamseh.ir/
http://www.shomanews.com/News/?Id=3108
https://citizenlab.org/2012/11/irans-national-information-network/
http://www.lemonde.fr/proche-orient/article/2012/12/05/iraniens-encore-un-effort-pour-nationaliser-l-internet_1798592_3218.html
http://fr.rsf.org/iran-iran-12-03-2012,42014.html
https://citizenlab.org/data/iranreport/
http://fr.rsf.org/iran-la-repression-sans-fi n-du-regime-06-03-2012,42003.html
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Censorship also affects less controversial subjects such 

as fashion or certain online games such as Travian 1. And it 

goes without saying that keywords related to pornography 

are banned from search engines.

 

The Iranian authorities monitor access to both sites hosted 

abroad and those hosted in Iran. The sites of foreign 

media (both English and Persian-language media) are 

often blocked, or even copied or hijacked. The BBC, for 

example, discovered in January 2013 that Iranian Inter-

net users trying to visit the  bbcpersian.com website were 

being redirected to persianbbc.ir, whose content was 

much more in line with the values of the Revolution 2. Simi-

larly, the sites of Voice of America, Kaleme and Jaras can-

not be accessed with circumvention tools.

 

Targeting social media

The head of the Iranian police, Esmaeil Ahmadi Mogha-

dam, announced 3 in January 2013 that the government was 

developing technology that would enable better surveil-

lance of social networks, above all Twitter and Facebook. 

By means of „intelligent control,” it would be possible to 

„avoid the evils of social networks” while „benefi tting from 

their useful applications”, he said, presumably meaning 

that the Supreme Leader’s Twitter account will be acces-

sible but not those of government opponents or western 

journalists. Since government offi cials have a presence of 

social networks, Moghadam clearly thinks controlling them 

would be „more effective” than blocking them outright.

 

Although there are reasons for doubting Iran’s ability to 

create the necessary infrastructure 4, the project is none-

theless disturbing, especially as the long blocked leading 

social networks such as Facebook and Twitter have been 

accessible again since 20 February 2013 5. Far from being 

a positive development, this probably signifi es a new form 

of user surveillance.

 

Technical tools

The tools used by the Iranian authorities to monitor and 

control the Internet include not only fi ltering mechanisms 

but also, sources told Reporters Without Borders, data in-

terception tools of the DPI (Deep Packet Inspection) type. 

Reports 6 and research have found Chinese products 

being used to monitor the Iranian population, products 

implicating leading Chinese companies such as ZTE 7 and 

Huawei 8. The DPI provided by Huawei to Mobin Net, the 

leading national provider of mobile broadband, can be 

used to analyse email content, track browsing history and 

block access to sites. The products that ZTA sold to the

Telecommunication Company of Iran (TCI) offer simi-

lar services plus the possibility of monitoring the mobile 

network 9.

 

European companies are the source of other spying and 

data analysis tools. Products designed by Ericsson 10 and 

Nokia Siemens Networks 11 (later Trovicor) have been de-

tected. These companies sold SMS interception and user 

location products to Mobile Communication Company of 

Iran and Irancell, lran’s two biggest mobile phone compa-

nies, in 2009 12. They were used to identify Iranian citizens 

during the post-election uprising in 2009.

 

More astonishingly, the use of Israeli surveillance devices 

has also been detected in Iran. The network traffi c mana-

gement and surveillance device NetEnforcer was provided 

by Israel to Denmark and then resold to Iran 13. Similarly, 

US equipment has found its way to Iran via the Chinese 

company ZTE 14. As well as surveillance tools, the Iranian 

authorities use man-in-the-middle methods to prevent 

members of the public from using censorship circumven-

tion techniques such as Tor, proxies and VPN 15.

 

1  http://www.bbc.co.uk/persian/science/2013/01/130104_na_travian_blocked_iran (Farsi)

2  http://www.guardian.co.uk/world/2013/jan/24/iran-fake-blog-smear-campaign-

journalist-bbc

3 http://www.dw.de/intelligent-software-set-to-control-social-media/a-16507868

4 https://citizenlab.org/2013/01/middle-east-and-north-africa-cyberwatch-january-2013/

5 Reported on 1 March 2013

6 http://www.freedomhouse.org/sites/default/fi les/77_121312.pdf

7 http://www.reuters.com/article/2012/04/10/us-zte-iran-aryacell-idUS-

BRE8390T720120410

8 http://www.washingtonpost.com/world/national-security/iran-preparing-internal-version-

of-internet/2012/09/19/79458194-01c3-11e2-b260-32f4a8db9b7e_story.html

9 http://www.reuters.com/article/2012/12/05/us-huawei-iran-

idUSBRE8B409820121205?utm

10 http://www.reuters.com/article/2012/11/20/us-iran-ericsson-idUSBRE8AJ0IY20121120

11 http://online.wsj.com/article/SB124562668777335653.html

12 http://www.bloomberg.com/news/2011-10-31/iranian-police-seizing-dissidents-get-aid-

of-western-companies.html

13 http://www.bloomberg.com/news/2011-12-23/israel-didn-t-know-high-tech-gear-was-

sent-to-iran-via-denmark.html

14 http://www.reuters.com/article/2012/03/22/us-iran-telecoms-idUSBRE82L0B820120322

15 http://gallery.mailchimp.com/7fdb14e291091d23007369520/fi les/IIIP01.pdf

http://www.travian.fr/
http://www.bbc.co.uk/
http://www.bbc.co.uk/persian/
http://www.bbc.co.uk/persian/
http://www.voanews.com/
http://www.kaleme.com/
http://www.rahesabz.net/
https://twitter.com/
https://www.facebook.com/
http://www.rsf.org/
http://wwwen.zte.com.cn/en/
http://www.huawei.com/
http://www.mobinnet.ir/
http://www.tci.ir/
http://www.mci.ir/web/en/home
http://www.irancell.ir/
http://www.allot.com/NetEnforcer_AC-500.html
http://surveillance.rsf.org/en/glossary/#mitm
http://www.bbc.co.uk/persian/science/2013/01/130104_na_travian_blocked_iran
http://www.dw.de/intelligent-software-set-to-control-social-media/a-16507868
http://www.guardian.co.uk/world/2013/jan/24/iran-fake-blog-smear-campaign-
http://www.freedomhouse.org/sites/default/fi les/77_121312.pdf
http://www.reuters.com/article/2012/04/10/us-zte-iran-aryacell-idUSBRE8390T720120410
http://www.washingtonpost.com/world/national-security/iran-preparing-internal-version-of-internet/2012/09/19/79458194-01c3-11e2-b260-32f4a8db9b7e_story.html
http://www.reuters.com/article/2012/12/05/us-huawei-iran-idUSBRE8B409820121205?utm
http://www.reuters.com/article/2012/11/20/us-iran-ericsson-idUSBRE8AJ0IY20121120
http://online.wsj.com/article/SB124562668777335653.html
http://www.bloomberg.com/news/2011-10-31/iranian-police-seizing-dissidents-get-aid-of-western-companies.html
http://www.bloomberg.com/news/2011-12-23/israel-didn-t-know-high-tech-gear-was-sent-to-iran-via-denmark.html
http://gallery.mailchimp.com/7fdb14e291091d23007369520/fi les/IIIP01.pdf
http://www.reuters.com/article/2012/03/22/us-iran-telecoms-idUSBRE82L0B820120322
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Powerful institutional apparatus

The government runs or controls almost all of the country’s 

institutions for regulating, managing or legislating on tele-

communications. The creation of the Supreme Council for 

Cyberspace in March 2012 showed how the government 

centralizes authority for Internet surveillance. This council 

now determines digital policy. The Supreme Leader ap-

pointed President Ahmadinejad to head it. The council 

has authority over Internet Service Providers. According 

to its general secretary, Mehdi Akhavan Behabadi, it is 

responsible for taking major decisions and coordinating 

Internet-related bodies.

 

When the sector was privatized in 2009, it was no surprise 

that the Revolutionary Guards’ bid for the Telecommunica-

tion Company of Iran (TCI) was successful. The TCI owns 

the country’s leading Internet Service Provider. The Revo-

lutionary Guards also run the Centre for the Surveillance 

of Organized Crime and its offi cial website Gerdab. The 

site has actively participated in tracking down netizens, 

calling on the public to denounce them 16. The Revolutio-

nary Guards also control the powerful Working Group for 

Determining Criminal Content and have thereby been res-

ponsible for a great deal of online censorship and arrests 

of independent news providers.

 

The Ministry of Culture and Islamic Guidance (MCIG), 

the Ministry of Intelligence and the Ministry of Information 

Technology and Communication also have a say in Inter-

net surveillance and control but their decisions are affec-

ted by internal political rivalry. The MCIG, which is close 

to Ahmadinejad, recently asked mobile phone operators 

to screen for inappropriate text messages regarding the 

next elections 17. This did not please all of the country’s 

leaders because the Communication Regulation Authority 

qualifi ed the announcement, saying that only „commer-

cial” messages would be screened. 

On February 26th Ahmadinejad named one of his lieute-

nants, Mohamed Hassan Nami 18, who has a doctorate in 

state management from the University of Pyongyang, in 

charge of the Ministry of Information Technology and Com-

munication 19. A North Korean-trained military offi cer is 

clearly unlikely to relax IT and communication legislation.

 

As well as these regulatory bodies, there is also a cyber-

police force called the FETA. This body was responsible 

for a January 2012 decree imposing new regulations on 

Internet cafés, under which customers have to show ID 

and agree to being fi lmed by surveillance cameras, and 

managers are required keep the video recordings, full 

identity details and browsing history of customers for six 

months.

 

Increasingly repressive legislation

The 1979 Iranian constitution enshrines freedom of expres-

sion and prohibits surveillance except when provided for 

by the law. Article 25 says. „Examination of (the contents 

of), and non-delivery of, letters; recording and divulging of 

telephone conversations; disclosure of telegraphic or telex 

communications; censorship, pruning or non-transmission 

of messages; tapping and bugging and any kind of in-

vestigation are all forbidden, unless when so ordered by 

the law.” Article 24 says: „Publications and the press have 

freedom of expression except when there is infringement 

of the basic tenets of Islam or public rights 20.”

 

The exceptions allowed by these two articles have been 

exploited to the hilt by the authorities. The 1986 press law, 

(amended in 2000 and 2009 to include online publica-

tions) allows the authorities to ensure that news providers 

do not „attack the Islamic Republic”, „insult the Supreme 

Leader” or „disseminate false information”. The amend-

ments require online publications to obtain a licence.

 

The Islamic Republic crossed a new threshold in 2009, 

two weeks after President Ahmadinejad’s disputed reelec-

tion, when it promulgated the Computer Crime Law (CCL). 

It provided for the creation of the Working Group for Deter-

mining Criminal Content, which now decides what does 

or does not comply with the Islamic Republic’s laws (and 

therefore what may or may not be published). The CCL 

requires all ISPs to keep a record all data uploaded or 

downloaded by users, with severe penalties for failing to 

comply. 

16 http://www.gerdab.ir/fa/pages/?cid=407

17 http://www.roozonline.com/persian/news/newsitem/archive/2013/january/14/article/

-c463e593b1.html

18 http://www.president.ir/en/cabinet

19 http://articles.washingtonpost.com/2013-02-18/world/37155039_1_kim-il-sung-university-

north-korea-key-post

20 Islamic Republic of Iran’s constitution, Chapter 3, Articles 24 and 25.

http://www.globalpost.com/dispatch/news/regions/asia-pacific/120307/supreme-council-cyberspace-new-online-oversight-agency-lau
http://www.tci.ir/
http://www.gerdab.ir/
http://internet.ir/
http://fr.rsf.org/iran-le-ministere-de-la-culture-et-l-23-05-2012,42665.html
http://internet.ir/
http://www.gerdab.ir/fa/pages/?cid=407
http://www.roozonline.com/persian/news/newsitem/archive/2013/january/14/article/
http://www.president.ir/en/cabinet
http://articles.washingtonpost.com/2013-02-18/world/37155039_1_kim-il-sung-university-north-korea-key-post
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Posting illegal content or using roundabout methods to 

access blocked content is punishable by long jail terms. 

The working group’s members nonetheless do not agree 

on the illegal nature of circumvention tools such as VPN 1, 

and the Islamic Republic produces and sells its own so-

called „halal” VPNs.

Main violations of freedom of information

The combination of these powerful technological arsenals, 

a legislative straitjacket and political infi ghting is an explo-

sive mixture that demolishes the Iranian people’s right to 

freedom of information. The start of 2013 has seen a wave 

of „preventive” arrests ahead of the June 2013 election. 

The regime clearly wants to head off widespread protests 

– relayed by the media and Internet – of the kind that ac-

companied the June 2009 election.

 

On 27 January 2013, now known as „Black Sunday”, the 

authorities searched the offi ces of fi ve Tehran-based 

newspapers (Etemad, Arman, Shargh, Bahar and Ase-

man), arrested 15 journalists (on or around that day), and 

announced that many other journalists would be summo-

ned before tribunals 2. Following surveillance by the Iranian 

intelligence agencies, these journalists are being accused 

of „collaborating with the West and counter-revolutionaries 

based abroad“. Another dozen or so journalists, netizens, 

political activists and civil society representatives were 

summoned or arrested in the provinces three weeks later 3. 

During interrogation, they were warned that any activities 

in connection with next June’s presidential election would 

be met with reprisals. They were also asked to name their 

Facebook and Twitter contacts and give the reason for 

their relationships with them.

 

Ahmad Bakshaysh, a member of parliament’s National Se-

curity Committee, told Roozonline on 18 February that the 

head of cultural affairs at the intelligence ministry had told 

him: „These arrests are preventive. Their aim is to prevent 

the activities of a network inside and outside the country 

in the run-up to the June 2013 presidential election (…) 

This network encourages journalists to interview various 

government offi cials in order to highlight their differences 

(…) Since their arrest, some of them have understood their 

errors and are ready to testify to this (…) I think he was 

referring to televised confessions.” Reza Tajik, an Iranian 

journalist who is now a refugee in France, explained that, 

as well as spying on journalists and intimidating them, „in-

vestigators subject journalists to psychological pressure 

during questioning so that they confess to espionage ac-

tivities.” Tajik added: „These confessions are fi lmed and 

then broadcast on TV.”

 

Mahmoud Ahmadinejad’s second term as president has 

been marked by the surveillance and censorship of jour-

nalists and bloggers, in which many have been arrested. 

One blogger, Sattar Beheshti, who was jailed on 32 Octo-

ber 2012, died in detention in still unknown circumstances. 

The information available indicates that he died from blows 

received during interrogation. No one has been arrested 

for his death and no independent investigation has been 

carried out.

 

The regime tries to infi ltrate journalist networks both inside 

and outside the country. Saeid Pourheydar, a journalist 

who was arrested in 2010 and mistreated during inter-

rogation, said the intelligence offi cers who questioned 

him brandished transcripts of his phone conversations 

and printouts of his emails and SMS messages 4. Fellow 

inmates told him they had had similar experiences. Such 

interrogation methods are widespread and are indicative 

of the degree to which journalists are spied on in Iran.

 

1 http://opennet.net/sites/opennet.net/fi les/iranreport2013.pdf pp. 20-21

2 http://fr.rsf.org/iran-le-guide-supreme-ali-khamenei-28-01-2013,43959.html

3 http://fr.rsf.org/iran-le-ministere-des-renseignements-20-02-2013,44098.html

4 http://www.bloomberg.com/news/2011-10-31/iranian-police-seizing-dissidents-get-aid-

of-western-companies.html

http://surveillance.rsf.org/en/glossary/#vpn
http://fr.rsf.org/iran-le-guide-supreme-ali-khamenei-28-01-2013,43959.html
http://www.roozonline.com/
http://fr.rsf.org/iran-rsf-exige-une-enquete-13-11-2012,43672.html
http://www.bloomberg.com/news/2011-10-31/iranian-police-seizing-dissidents-get-aid-of-western-companies.html
http://opennet.net/sites/opennet.net/fi les/iranreport2013.pdf
http://fr.rsf.org/iran-le-guide-supreme-ali-khamenei-28-01-2013,43959.html
http://fr.rsf.org/iran-le-ministere-des-renseignements-20-02-2013,44098.html
http://www.bloomberg.com/news/2011-10-31/iranian-police-seizing-dissidents-get-aid-of-western-companies.html
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Journalists who have gone into exile or who are working 

abroad, especially those working for Radio Free Europe or 

the BBC, often receive emails containing malware. Some 

phishing attempts have been successful. When foreign 

journalists are allowed to visit Iran, their movements and 

their online activities are closely monitored. When they 

connect to the Iranian Internet, their data is immediately 

spied on if they fail to use secure communication and ano-

nymization tools.

 

The repression will almost certainly keep on growing in the 

run-up to the June 2013 election.

Technical Solutions

Virtual Private Network (VPN)

Virtual Private Network technology (VPN) can be used to 

circumvent content blocking and censorship in Iran. The 

Iranian state sells this kind of technology in order to pro-

fi t from the growing demand and to discourage netizens 

from getting it from abroad. Despite the Computer Crime 

Law (see above), it is legal to use an Iranian VPN in Iran. 

But foreign VPNs are forbidden. Nonetheless, they are the 

only ones that should be used. The Iranian state is not 

gullibly providing people with technology to circumvent its 

own censorship. The VPN provider is in a position to moni-

tor and analyse all traffi c through the VPN. While traffi c is 

encrypted from the client’s computer to the VPN server, it 

ceases to be encrypted between the server and the Inter-

net. Those who control the VPN server (the Iranian autho-

rities in the case of Iranian state VPNs) are completely free 

to observe and analyse traffi c.

 

The Onion Router (Tor)

Tor is an anonymization tool that protects the user’s pri-

vate data while browsing. In Iran, Tor can be used when 

access to VPNs is blocked, but its use slows the browsing 

speed right down. Internet users prefer VPNs and regard 

Tor as a temporary alternative. Using Tor is banned and 

the Iranian authorities can ask Internet Service Providers 

to identify Tor traffi c, which is easy to recognize and see 

where it is coming from. There is nonetheless a way to dis-

guise Tor traffi c: Obfsproxy. According to its developers, 

ISPs cannot detect Tor traffi c when Obfsproxy is running.

 

Tips

The Iranian government’s surveillance resources are 

changing all the time so the advice given below should 

be used with care because, while valid today, it may not 

be tomorrow. Keeping abreast of developments and the 

dangers to which you are exposed is therefore essential in 

order to adopt appropriate solutions.

- Do not use Iranian VPNs. Using a VPN controlled by the 

Iranian authorities is not a good idea. Soon or later it will 

be like throwing yourself into the lion’s jaws.

- The regime does not yet have the resources for keeping 

millions of Internet users under surveillance. You should 

be able to fend off most threats if you adopt basic pre-

cautions such as regularly updating your operating sys-

tem and software applications, using antivirus and VPN 

software, and systematically using the HTTPS protocol 

whenever possible.

- Basic „electronic hygiene” should prevent your com-

puter from being infected by spyware: do not clinks on 

links from an unknown sender; do not download software 

when you do not know the sources; do not accept contact 

requests from strangers on social networks; and always 

identify the sender of an email before opening any attach-

ment.

- When long blocked websites such as Facebook, You-

Tube or Twitter are suddenly accessible again, it will often 

be because the authorities are trying to use a man-in-the-

middle attack to capture users’ names and passwords. 

Using a VPN not only allows you to circumvent censorship; 

it also and above all allows you to elude network surveil-

lance by encrypting all communication between you and 

the VPN server.

https://www.wefightcensorship.org/article/virtual-private-network-vpnhtml.html
https://www.wefightcensorship.org/article/virtual-private-network-vpnhtml.html
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.torproject.org/projects/obfsproxy.html.en
https://www.wefightcensorship.org/article/improve-your-privacy-and-security-internet-using-torhtml.html
https://www.torproject.org/projects/obfsproxy.html.en
https://www.wefightcensorship.org/article/virtual-private-network-vpnhtml.html
http://surveillance.rsf.org/glossary/#mitm
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SYRIA

Syria,  which Reporters Without Borders has already listed 

as an „Internet Enemy,”  has stepped up web censorship 

and cyber-monitoring as the country’s confl ict has inten-

sifi ed.

 

Since the uprising began on 15 March 2011, the regime 

has deployed systems designed to prevent the spread of 

news and images documenting the offi cial campaign to 

crush the rebellion. An ultra-centralized internet architec-

ture allows the government to cut off the country from the 

rest of the world, a step that authorities took on 29 Novem-

ber 2012 and which lasted two days.

The Internet in Syria 1

Population: 22 500 000

Number of Internet users: 5 000 000

Internet penetration rate: 22.5%

Journalists jailed: 22

Netizens jailed: 18

Netizens killed in 2012: 18

A network designed for fi ltering and monitoring

The Syrian internet network is controlled by two entities: 

the Syrian Computer Society (SCS) and the Syrian Tele-

communications Establishment (STE).

 

Founded by Bashar Al-Assad, SCS controls Syria’s 3G in-

frastructure. STE, from within the Telecommunications and 

Technology Ministry, controls the majority of fi xed connec-

tions. The agency has granted ADSL operators the use of 

its cables. Alternatively, users connect via landlines and 

56K modems. STE manages all web connectivity within 

Syria. When the government orders blocking of a word, 

of a URL or of a site, STE transmits the order to service 

providers.

 

Reporters Without Borders has obtained a confi dential 

document: a 1999 bid invitation from STE to install a natio-

nal internet system in Syria. The document makes clear 

that the system’s capabilities were intended from the very 

beginning to include fi ltering and monitoring functions

 

The general description of the project (5.1) specifi es that 

STE shall be the only entity providing internet connectivity.  

The bid invitation requires the future service provider to 

install fi ltering and internet traffi c inspection systems at the 

heart of the network. The Monitoring system chapter (6-1-

8) details an STE requirement that all questions to search 

engines be stored in a database for one month.

 

1 Source: Internet World Stats

http://www.internetworldstats.com/stats5.htm
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The same chapter lists monitoring system requirements:

1) Recording of online and offl ine activities – VIP, chat, 

surfi ng and email – of approximately 60 specifi ed indivi-

duals.

2) Capabilities must include copying of all email ex-

changes from within Syria.

3) The URLs of all web pages visited to be recorded.

4) Ability to gather a random sample of the content of 

posts to forums, which must disclose the senders’ real 

names.

5) „Newsgroups“ – now outmoded but heavily used in 

1999 – also fall within the surveillance parameters.

 

System requirements also include the ability to detect, 

intercept and block any encrypted data.

 

It is impossible to know if the system installed in Syria in 

the early 2000s meets each of the wildly excessive requi-

rements laid out in the bid invitation. But the document in 

any case makes clear the extent of offi cial determination 

to monitor the entire internet system.

 

Refi nement of fi ltering and monitoring systems 

In 2011, the government added new technologies to its 

cyber-arsenal. The refl ets.info site, working with the Tele-

comix digital activist group and a Tunisian portal, fhimt.

com, revealed the presence of Blue Coat proxy servers in 

Syria. Evidence is posted on the site in the form of  a scan 

of the Syrian network. The data is compiled in a digital fi le 

that is freely accessible for analysis.

 

Originally, Blue Coat Systems Inc. denied having sold 

proxies to the Syrian government. After refl ets.info posted 

the evidence, Blue Coat admitted the presence of at least 

13 of its servers in Syria. These were apparently sold by a 

Dubai-based fi rm whose business was reselling and ins-

talling Blue Coat solutions.

 

In December 2011, Blue Coat announced that it would no 

longer provide support or updates for servers installed in 

Syria. The company also said it did not have the means to 

remotely de-activate servers. Network tests conducted in 

July 2012 by Citizen Lab showed that Blue Coat servers in 

Syria were no longer communicating with the parent fi rm, 

a fi nding that confi rms the company’s claim.

Chronology of Man in the Middle Attacks

 

February 2011 – As the Arab Spring uprisings begin, the 

Syrian government reopens access to sites  - blocked for 

years - that are enabling Tunisians and Egyptians to mobi-

lize: YouTube, Facebook, Twitter.

 

May 2011 – The Electronic Frontier Foundation, an NGO 

that defends digital-access rights, reports the fi rst Man in 

the Middle (MITM) 2 attack. It is aimed at Syrians connec-

ting to each other on the secure version of Facebook (see 

Lexicon). The users see alerts on their browsers warning 

that the certifi cate certifying a site’s identity is not valid. 

Those who connect despite the warning have allowed the 

attackers to retrieve their user names and passwords.

A security warning on the Firefox browser during an MITM 

attack

 

July 2011 – Digital certifi cation fi rm DigiNotar detects a 

network intrusion.

 

July-August 2011 – Hacktivist 2 group Telecomix launches 

#OpSyria and recovers more than 54 gigabytes of data on 

operation of the Blue Coat servers.

 

August 2011 – The https versions of Facebook and Ya-

hoo! are blocked in Syria and automatically redirected to 

insecure versions. Users trying to connect to the sites are 

forced to disclose their passwords. The tactic means that 

users who don’t know how to check that a site is secure 

lose their digital protection. Security indicators are a letter 

‘s’ in the URL (https), and the adjoining logo of a padlock.

 

2 See lexicon

https://reflets.info/
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August 2011 – Google detects use of a fraudulent DigiNo-

tar certifi cate in Iran.

 

Files recovered through #OpSyria show that Syrian autho-

rities have deployed extremely advanced MITM attacks. 

Blue Coat server connection logs normally should not 

record information after a user accesses a secure site 

(https). However, the connection logs show that Blue Coat 

servers did, in fact, register an abnormally large quantity 

of data not normally available due to encryption, following 

user access to sites that see the heaviest traffi c in Syria. 

The theft of DigiNotar certifi cates likely explains this result.

 

Targeted attacks

The Syrian government’s digital weapon includes more 

than Internet traffi c analysis tools. Bloomberg and Citizen 

Lab report that authorities are also capable of targeted 

monitoring.

 

Lessons from an arrest: Taymour Karim

In „The Hackers of Damascus“ journalist Stephan Faris of 

Bloomberg Businessweek reports the story of Taymour 

Karim, a Syrian activist arrested and tortured by the re-

gime.  Police picked him up on 26 December 2011, as he 

was on his way to a meeting with one of his contacts. The 

two had arranged the meeting on a Skype call.

 

But the authorities had monitored the call. Karim was de-

tained for 71 days. Under interrogation, after he refused to 

disclose his activities and contacts, he was shown more 

than 1,000 pages of conversation transcripts and fi les, all 

gathered from Skype exchanges. Despite Karim’s resis-

tance, his interrogators had already gathered much of 

what they wanted to know from the digital trail that he had 

unwittingly left.

 

In January 2012, less than one month after Karim was 

freed, Morgan Marquis-Boire, a security expert at Google, 

examined the computer of an NGO member based in 

Syria. The activist thought its system had been compro-

mised. An in-depth analysis showed that the activist was 

correct. The fi rst intrusion had occurred on 26 December, 

only a few hours after Karim’s arrest.

 

Spyware had been transmitted to the NGO member via a 

Skype message from none other than Karim. The software 

had been hidden in a document that Karim had fi nished 

the day before his arrest.

 

Phishing and social engineering

The Karim case displays the Syrian government’s me-

thods of monitoring and arresting netizens. Most common-

ly, during a Skype conversation, a contact suggests that 

the person on the other end of the call download a video, 

a document or an image.

 

The link that starts the download contains spyware. Once 

the user clicks it, the software installs itself. Skype ac-

counts used in this fashion are those of netizens who have 

been arrested, or whose computers have been compro-

mised. Accounts created for the specifi c purpose of trap-

ping netizens have also been used.

 

Blackshade, a virus-infection campaign named after the 

malware it employed, was launched in Syria in June 2012. 

It was exposed thanks to a message from a compromised 

Skype account to a member of the Syrian opposition.

 

Screenshot from the EFF article on Blackshade (Creative 

Commons License

 

In translation, the message reads: „There is a person who 

hates you, and keeps talking about you. I took a screens-

hot of the conversation. Please beware of this person, 

as he knows you personally. This is a screenshot of the 

conversation.“ After the message recipient clicks on the 

included link, the malware installs itself.

 

The regime also uses a variety of phishing tactics. One of 

them involves producing a copy of a known site, such as 

YouTube or Facebook, and demanding that the user enter 

personal information for seemingly legitimate reasons. 

These can include updating a profi le, or agreeing to a new 

confi dentiality policy.

 

http://www.businessweek.com/articles/2012-11-15/the-hackers-of-damascus
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In March, a counterfeit YouTube site said to host opposition 

videos required users to enter their log-in and password in 

order to register comments. The site also enabled installa-

tion of spyware by asking those connecting to download 

an update to Adobe Flash (software that enables viewing 

of online videos).

 

Screenshot from EFF article (Creative Commons License)\

 

In April 2012, EFF identifi ed at least fi ve phishing attempts 

aimed at Facebook users. One was transmitted by mes-

sages left on Facebook accounts of Syrian opposition 

leaders, including Burhan Ghalioun. Clicking on the links 

posted on these pages sent the user to a false Facebook 

page, which offered installation of an application, Face-

bookWebBrowser.exe, supposedly designed to improve 

Facebook account security.

 

In fact, FacebookWebBrowser.exe is spyware that enables 

the capture of all characters typed on a keyboard, as well 

as usernames and passwords for email, YouTube and 

Skype.

 

In August 2012, EFF spotted another spyware launch. This 

campaign centred on a program named Antihacker, billed 

as way to protect the computer in which it was installed. 

The program installs a version of DarkComet, a program 

that can record images via the webcam of the victim’s 

device, de-activate warnings from certain anti-virus pro-

grams, record keyboard strokes and retrieve passwords.

 

Install screen of the ill-named AntiHacker

 

Most targeted attacks have been carried out using certain 

RAT 3 spyware programs – DarkComet or BlackShade. 

Once installed on a computer or mobile device, these pro-

grams grant access to the webcam, to email passwords, 

YouTube, Facebook, Skype conversations and keyboard 

strokes.

 

Information captured by these malware programs is sent to 

servers with Syrian IP addresses. The reasonable conclu-

sion is that the attacks originate with the same group -  the 

Syrian Electronic Army.

 

This pro-government organization likely also devised the 

false YouTube page used in the phishing campaign des-

cribed above. In July 2012, the Electronic Army dissemi-

nated 11,000 names and passwords of „NATO suppor-

ters“ – that is, opposition members.

 

According to some experts, the paramilitary group works 

closely with Syrian intelligence services.

 

3 See lexicon
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Potential Solutions

Protecting against malware is essential in Syria, given the 

constant threat posed by these programs.

 

Computer protection

The key is to follow basic guidelines:

- Do not install any software received by email.

- Do not install any software unless it is downloaded from 

an https site. The risk of falling victim to phishing is lesse-

ned when a site with a certifi ed identity is used.

- Do not install any software from an unfamiliar source, 

even if installation is recommended in a window that 

suddenly appears.

- Systematically carry out updates of your operating sys-

tem and software. Updates frequently resolve security 

issues.

- Do not use Internet Explorer. As the most popular brow-

ser, it is a major target for hackers. Use Firefox or Chrome 

instead.

 

Protect your browsing and guard against MITM

The simplest anti-MITM measure is to not ignore securi-

ty warnings from a browser when connecting to an https 

site. Chrome and Firefox offer extensions that detect MITM 

attacks.

 

https everywhere

This extension verifi es on each site that an https version 

(encrypted) exists. If that is the case, the user is redirected 

to the secure site. Several scenarios are possible:

- If a phishing attempt targets Facebook users, those 

who have installed the extension are redirected to the 

https version.

- If  the attack is a simple one, the user is sent to the 

genuine https Facebook site.

- In the case of a sophisticated attack that uses a coun-

terfeit https site for phishing, users will receive a security 

alert notifying them that the site is counterfeit.

- In the case of highly sophisticated attacks, in which the 

attackers have compromised Facebook’s certifi cate, the 

certifi cate has to be authenticated manually.

 

Https everywhere is useful on a daily basis. Every time a 

user transmits data, for example when fi lling out a form, it 

is essential to use the https protocol rather than http. Fai-

lure to do so means that all data will be transmitted unen-

crypted, to the user’s peril.

Certifi cate Patrol

This extension verifi es certifi cates – a site’s ID papers – 

when a user lands on an https site. The user is alerted 

when a certifi cate is changed. This tool is indispensable 

to protect against MITM attacks. And it ensures that https 

requests are correctly encrypted.

 

VPN and TOR

Use of VPN (Virtual Private Network) or Tor provide effec-

tive protection against MITM and phishing attacks. These 

tools allow a user to bypass the Syrian network – thereby 

evading attacks mounted there – and to connect to the 

web in Sweden, the United States or elsewhere.

 

These tools are especially good at defeating monitoring 

because they mask users’ IP addresses. VPN solutions 

have the added benefi t of data encryption. Tor, for its part, 

simply anonymizes the user.

 

For more information, read our Online survival kit

http://www.wefightcensorship.org/
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VIETNAM
 

Vietnamese authorities face a dilemma common to autho-

ritarian systems. The desire  for economic development 

that builds on the new technologies 1 clashes with fear of 

political instability growing out of digital activism.

Internet in Vietnam (2012) 2:

- Population: 91,500,000

- Number of Internet users: 31,000,000

- Internet penetration rate: 33.9%

- Imprisoned journalists: 2

- Imprisoned netizens: 31

Network condition

Connected to the web since the 1990s, the country began 

building infrastructure and relevant institutions in the mid-

2000s. The founding of a National Steering Committee 

for Information and Communication Technologies and the 

2005 launching of a national plan to develop TICs 3 have 

favoured Internet development.

 

Expansion of the network coincides with the blossoming 

of blogs and Internet cafés – as well as digital monitoring 

and control technologies.

 

The Communist Party of Vietnam has focused its ambi-

tions on telecommunications, an industry which is proving 

dynamic. 4 The population of Internet users is booming: 

one in three persons is connected. And in Hanoi and Ho 

Chi Minh City, 95 per cent of people in the 15-22 age 

group have Internet access. 5

 

The youthfulness of Vietnam’s population and growing urba-

nization point to further explosive growth in Internet access. 

 

Mediocre quality and speed

Despite these factors, the Vietnamese network has 

not achieved launch velocity. Its quality and speed lag 

behind those of other Asian countries. According to the 

2012 Akamai report on the worldwide network, Vietnam’s 

1.25 Mbps average connection speed in the last quarter 

of 2012 ranks it below Thailand and Malaysia 6 and well 

below the international average of 2.3 Mbps.

 

Service providers at Party orders

Connection speed diminished since the beginning of last 

year. The reason is simple: the ruling party deliberately 

lowered the network’s speed, by way of its control of  Inter-

net Service Providers.

 

Most of the country’s 16 service providers are directly 

or indirectly controlled by the Party 7.The industry leader, 

Vietnam Posts and Telecommunications Group, which 

controls 74 per cent of the market, is state-owned. So is 

Viettel, an enterprise of the Vietnamese armed forces. FPT 

Telecom is a private fi rm, but is accountable to the Party 

and depends on the market leaders for bandwidth.

 

A distinction exists between service providers who enable 

individuals and companies to connect, and Internet Ex-

change Points (IXP), which allocate bandwidth to service 

providers.

 

Under Vietnamese law, service providers may be private 

fi rms, but IXPs are by defi nition state-owned 8. Under this 

system, the government may control access to content, 

acting through its own companies, or through IXPs.

 

Monitoring systems

Service providers are the major instruments of control and 

surveillance. Providers block access to sites that displease 

the authorities. The procedure involves use of DNS (Domain 

Name Server), which enables access shutdown to a given 

domain name. But while DNS blocking affects access to an 

entire site, it cannot be directed at a specifi c page.

 

1 Whitebook „Viet Nam Information and Communication Technolology“ –  2011. p.5 

(http://mic.gov.vn/Attach%20fi le/sachtrang/sachtrang2011.pdf) 

2 http://www.itu.int ; http://data.worldbank.org ; http://mic.gov.vn/

3 http://opennet.net/research/profi les/vietnam#footnoteref2_g3yqrfg

4 Ibid p.49

5 http://www.economist.com/blogs/banyan/2012/08/Internet-freedom-vietnam

6 http://english.vietnamnet.vn/en/science-technology/22586/Internet-speed

-unimproved-owing-to-the-lack-of-content.html 

7 http://english.mic.gov.vn/Statistics/staticstics_open/Trang/operators.aspx 

8 http://www.business.gov.vn/assets/fbbc1d48c42d4f36a161a8a3d8749744.pdf art. 13.

http://www.economist.com/blogs/banyan/2012/08/Internet-freedom-vietnam
http://opennet.net/research/profi les/vietnam#footnoteref2_g3yqrfg
http://www.itu.int ; http://data.worldbank.org ; http://mic.gov.vn/
http://mic.gov.vn/Attach%20fi le/sachtrang/sachtrang2011.pdf
http://www.business.gov.vn/assets/fbbc1d48c42d4f36a161a8a3d8749744.pdf
http://english.mic.gov.vn/Statistics/staticstics_open/Trang/operators.aspx
http://english.vietnamnet.vn/en/science-technology/22586/Internet-speed-unimproved-owing-to-the-lack-of-content.html
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Each service provider is allowed to block content indivi-

dually, without having to do so jointly with the other fi rms. 

For example, VNPT censors Facebook, but the other pro-

viders allow access.

 

OpenNet Initiative, a research group, published a list in 

2012 of sites blocked in Vietnam. These included news-

papers and domestic and foreign blogs, and sites that 

provided content on political opposition and human rights.

 

Some bloggers have used circumvention software – 

proxies, VPN, Tor – to defeat blocking. But these tools are 

not always reliable. The government has the capability 

to block ports set aside for relaying encrypted data and 

making the attempted solutions unusable.

 

Bloggers monitored by the government frequently un-

dergo Man In The Middle attacks. These are designed 

to intercept data meant to be sent to secure (https) sites. 

This technique can be used only by administrators of the 

Vietnamese network, for example Internet service provi-

ders. Frequently, passwords are hacked and connec-

tion speeds slowed down on days when dissidents are 

arrested or go on trial.

Subscription and personal data controls

Subscribers to landline service for telephone and Internet 

are required to submit a series of  documents that contain 

personal data: name, date of birth, telephone number, job, 

employer and proof of address.

 

The sole proof of address offi cially recognized in Vietnam 

is the hộ khẩu, a police document designed for population 

control. Without the hộ khẩu, it is impossible to rent an 

apartment, obtain a formal job, receive a driver’s license 

or subscribe to an Internet service. Three countries in the 

world use such a document: China, North Korea and Viet-

nam.

 

Mobile communications monitoring

The major Internet service providers also provide fi xed 

and mobile phone service. Mobile phone service reve-

nues reached an estimated $500 million in 2012 1. Viet-

nam had 119 million mobile service subscriptions – for a 

country of 91 million 2. Three major mobile service fi rms, 

including Viettel 3, shared 90 per cent of this giant market. 

All are state-owned.

 

Freedom House reported in July 2012 that a survey showed 

that 91 per cent of respondents connected to the Internet 

on their mobile devices. But government ownership of the 

service providers means that security for mobile browsing 

is poor and surveillance  easy

 

According to the report, the government monitors conver-

sations and tracks the calls of citizens who are targeted as 

„activists“ or „reactionaries“. Some of them have had their 

telephone or Internet service cut off 4.

 

Official legal weapons

Vietnam’s 1989 media law 5 explicitly defi nes the role of the 

press: „The media operating within the Socialist Republic 

of Vietnam is the essential means of providing public infor-

mation in relation to social life; is the mouth piece of Party 

organizations, State bodies and social organizations), and 

a forum for the people.“

The law creates boundaries on traditional and online me-

dia. Though freedom of the press, freedom of expression 

and the right to be informed are all guaranteed in Article 

69 of the Vietnamese constitution of 1992, these freedoms 

are, in reality, discarded when they contradict the Party line.

In direct accord with the 1989 law, Decree 55/2001/ND-

CP of August, 2001 sets out the basis for Party control of 

the Internet. Article 6 specifi es that information posted on 

the Internet must meet media law standards. Article 8 de-

clares that „the supervision of information on the Internet 

must be enforced by competent State agencies“. Article 

11 prohibits use of the Internet to oppose the government.

The decree also provides in Article 13 that IXPs (see 

above) can only be owned by the state.

1 Safety on the Line: Exposing the Myth of Mobile Communication Security, Freedom 

House, July 2012, p. 148, http://www.freedomhouse.org/sites/default/fi les/Safety%20on%20

the%20Line.pdf

2 http://www.itu.int/ITU-D/ict/statistics/

3 http://mic.gov.vn/Attach%20fi le/sachtrang/sachtrang2011.pdf p.51

4 http://www.freedomhouse.org/sites/default/fi les/Safety%20on%20the%20Line%20v

FINAL.pdf p.151

5 http://www.cov.gov.vn/cbqen/index.php?option=com_content&view=article&id=606&Ite

mid=75; http://www.unhcr.org/refworld/pdfi d/50fe5e5a2.pdf

http://mic.gov.vn/Attach%20fi le/sachtrang/sachtrang2011.pdf
http://www.itu.int/ITU-D/ict/statistics/
http://www.freedomhouse.org/sites/default/fi les/Safety%20on%20the%20Line.pdf
http://www.freedomhouse.org/sites/default/files/Safety%20on%20the%20Line%20vFINAL.pdf p.151
http://www.cov.gov.vn/cbqen/index.php?option=com_content&view=article&id=606&Itemid=75; http://www.unhcr.org/refworld/pdfid/50fe5e5a2.pdf
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Another decree enacted in 2003, 92/2003/QD-BBCVT, 

prohibits sending or receiving anti-government material. 

The decree also requires site owners to register with the 

Vietnam Internet Network Information Center, an agency 

of the Ministry of Information and Communications. Since 

June 2006, Decree 56/06/ND-CP holds journalists and 

bloggers to Party discipline through a prohibition on „ex-

pressing reactionary ideology or culture“ or „spreading il-

legal propaganda“, crimes punishable by 3 to 20 years in 

prison and a $2,000 fi ne.

Internet cafés, very popular in Vietnam, are strictly regula-

ted. A decision by the Hanoi People’s Committee in 2010 6  

requires café owners to install government-supplied moni-

toring software that enables tracing of Internet activity as 

well as site-blocking. Under the decree, users connecting 

from cafés must show their identity cards, and the cafés 

are required to store this information, so that it can be offi -

cially inspected. According to our sources, café owners 

frequently ignore these requirements for economic rea-

sons, because customers are known to quit patronizing an 

establishment that demands identifi cation. Nevertheless, 

Internet cafés are required to keep all users’ browser logs.

In April 2012, Reporters Without Borders called on the 

government to abandon a planned  decree on „Manage-

ment, Provision, Use of Internet Services and Information 

Content Online“. With the announced aim of replacing a 

2008 decree (itself an amended version of a 2001 de-

cree), the proposed new law would:

- Prohibit all anonymous online expression of opinion, 

and ban use of false identities or identity-masking tools.

- Prohibit false names on social networks.

- Require site administrators to report illegal activities to 

the government.

- Require bloggers to identify themselves by their real 

names – ending a practice by which they often use fi cti-

tious names in order to evade surveillance.

- Force foreign online providers to locate their data 

centres in Vietnam, thereby authorizing Party access.

- Require foreign providers to supply personal informa-

tion on their users (name and address) and to cooperate 

with government agencies 7.

Control at the heart of institutions

Decisions concerning Internet monitoring originate mainly 

with the Ministry of Information and Communications and 

the Ministry of Public Security.

Ministry of Information and Communications

The MIC controls the major online service providers and 

the Vietnam Internet Network Information Center. In addi-

tion, the ministry issues most decrees involving Internet 

use. The ministry works close with the National Steering 

Committee for Information and Communication Technolo-

gies, which is headed by the prime minister 8.

 

Source : White Book 2011 Viet Nam Information and Com-

munication Technology

6 http://www.fi dh.org/IMG/pdf/bloggers_report_in_english.pdf p.9 7 http://english.vietnamnet.vn/en/science-technology/23242/new-Internet-draft-decree-

favors-foreign-businesses.html

8 http://www.action.vn/news/hot-news/594-prime-minister-will-be-the-chairman-of-the-

national-ict-committee

http://www.vietnamhumanrights.net/english/documents/thuvan_804.htm
http://www.vnnic.vn/en/
http://www.wipo.int/wipolex/fr/text.jsp?file_id=185278
http://en.rsf.org/vietnam-draft-decree-would-end-online-13-04-2012,42312.html
http://www.fi dh.org/IMG/pdf/bloggers_report_in_english.pdf
http://english.vietnamnet.vn/en/science-technology/23242/new-Internet-draft-decree-favors-foreign-businesses.html
http://www.action.vn/news/hot-news/594-prime-minister-will-be-the-chairman-of-the-national-ict-committee


ENEMIES OF THE INTERNET / 12 MARCH 2013 /  STATE ENEMIES /  VIETNAM ////////////////////////////////////////////////////38

Ministry of Public Security

The ministry focuses on  enforcing laws and sanctions that 

target publications deemed reactionary, by offi cial stan-

dards, rather than on the technology of network monitoring.

 

However, the ministry runs the Công An Mạng digital po-

lice agency, which was founded initially to combat cyber-

crime, such as credit card fraud and hacking. But this 

force enjoys complete authority to shut sites or blogs that 

displease the government, and to arrest the authors. Lt. 

Col. Ðinh Hữu Tân, chief of the „Internal Security Bureau“ 

in Hanoi has said the force’s job is to “monitor Internet 

content in all form, all publications, including press re-

ports, blogs and commentaries 1.

 

Internet monitoring is openly acknowledged, but the size 

of the surveillance force and the details of the cyber-po-

lice’s methods are kept secret.

 

Cyber-army

The Vietnamese web shows remarkable vitality, despite 

laws and institutions that impose Internet monitoring and 

censorship, as well as harsh repression against those 

exercising the right of free expression and the right to infor-

mation.

 

Political and social blogs and dissident commentary are 

fl ourishing. Trying to contain them, the government has 

appealed to its own cyber-soldiers, who are dedicated to 

stamping out what are deemed anti-patriotic and reactio-

nary opinions.

 

The cyber-army is not an offi cial entity – though the autho-

rities of Ho Chi Minh City have acknowledged deploying 

what they call „public opinion shapers“. 2 Their identities 

are kept secret from the public, but they are believed to 

number more than 80,000 nationwide.

 

Following the Chinese model, this militia disseminates go-

vernment propaganda and reports activists, bloggers and 

netizens to the government. 

An estimated 1,000 cyber-offi cers 3 offi cially appointed by 

the government are assigned to infi ltrate the favoured ter-

ritory of information activists: social networks and blogs 4.

 

Major freedom of information violations

For the government, the blogosphere is the main target. 

Blogs represent an enormous new information and opinion 

sphere – one that arouses great interest by web users. For 

that reason, blogs are targeted for heavy sanctions.

 

Huynh Ngoc Chenh (Netizen of the year for 2013),  sums 

up the situation: „The state controls all communications. 

Opinions that oppose the state are not made public. Free-

dom of expression is practically non-existent in Vietnam. So 

many people use blogs to make their opinions known. But 

the government shuts these blogs. And many bloggers are 

arrested. And they are harassed, along with their families.“

 

In September 2012, Decree 7169/VPCP-NC directly targe-

ted the country’s most infl uential blogs 5: Danlambao, Dan-

glambao and Biendong. Their authors, who write under 

pseudonyms, face long prison terms if the Party discovers 

their real identities.

 

Anonymity is widespread in the Vietnamese blogosphere. 

But the Party is not letting that get in its way, using its mo-

nitoring tools to uncover the real names of targeted blog-

gers. If caught, they risk harsh punishment.

 

That was the fate of Le Nguyen Sang and Huynh 

Nguyen Dao in 2006. While both signed their work with 

false names (Nguyen Hai Son and Nguyen Hoang Long), 

they were identifi ed by cyber-police and sentenced to four 

and two and a half years in prison, respectively.

 

Tran Huynh Duy Thuc was arrested in 2009, and Lu Van 

Bay in 2011, though both posted their work under pseu-

donyms. Thuc now is serving a 16-year sentence. Bay, 

who used four different false names, was sentenced to 

four years.

 

Blogger Panh Than Hai and writer Pham Chi Dung, a for-

mer member of the Ho Chi Minh City People’s Committee 

who contributed to „unauthorized“ sites such as Phiatruoc 

and Quanlambao were also arrested despite their use of 

false names.

 

1 http://www.fi dh.org/IMG/pdf/bloggers_report_in_english.pdf p.10

 2 http://www.france24.com/en/20130118-vietnams-propaganda-agents-battle-bloggers-

online

3 http://techpresident.com/news/wegov/23377/vietnams-government-hired-propaganda-

bloggers?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+techpres

+%28techPresident%29

4 http://www.bbc.co.uk/news/world-asia-20982985

5 http://fi nance.yahoo.com/news/under-fi re-vietnamese-blogger-vows-dissent-093346513.

html

http://huynhngocchenh.blogspot.fr/
http://vanban.chinhphu.vn/portal/page/portal/chinhphu/hethongvanban?class_id=2&mode=detail&document_id=163586
http://danlambaovn.blogspot.fr/
http://danglambao.blogspot.fr/
http://www.biendong.net/
http://en.rsf.org/vietnam-court-sentences-four-netizens-and-20-01-2010,36156.html
http://www.economist.com/blogs/banyan/2012/10/free-speech-vietnam
http://phiatruoc.info/
http://quanlambao.blogspot.fr/
http://fi nance.yahoo.com/news/under-fi re-vietnamese-blogger-vows-dissent-093346513.html
http://www.fi dh.org/IMG/pdf/bloggers_report_in_english.pdf
http://www.france24.com/en/20130118-vietnams-propaganda-agents-battle-bloggersonline
http://www.bbc.co.uk/news/world-asia-20982985
http://techpresident.com/news/wegov/23377/vietnams-government-hired-propaganda-bloggers?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+techpres+%28techPresident%29
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Information activists live under constant monitoring. Me-

thods include physical surveillance and intimidation 6 of 

those whose identities are known. Phishing and digital 

espionage is directed at anonymous bloggers.

 

One activist, who had served a prison sentence and as-

ked to remain anonymous, told Reporters Without Borders 

said that following his arrest: „In prison they showed me 

the articles I had written, signed with a  false name, the 

emails I had sent to colleagues and even my telephone 

conversations.“

 

This is not an isolated case. Cyber-police use all possible 

methods, including Man In The Middle password retrieval, 

hacking attacks, and mobile phone monitoring. The police 

aim not only to uncover bloggers’ real names, but to iden-

tify everyone in their networks.

 

The offi cial justifi cation in all of these cases is always „co-

operation with reactionary organizations based abroad“, 

„attempt to overthrow the government“, or „anti-govern-

ment propaganda“.

 

Corruption and tax fraud allegations are also frequently 

aimed at journalists and bloggers. Dieu Cay, a well-known 

and popular blogger, was sentenced to 10 years in prison 

in on these charges in 2008.

 

The repression campaign targets  individual as well as col-

lective  blogs. In the former group are bloggers including 

Nguyen Van Dai, Pham Thanh Nghien, Le Cong Dinh, 

Dinh Dang Dinh, J.B Nguyen Huu Vinh, Nguoi Buon Gio, 

and Nguyen Quang Lap. Collective blog targets include 

BachDang, Quanlambao, Bauxite Viet Nam, Dong Chua 

Cuu The, and Nu Vuong Cong Ly.

 

The list is steadily growing longer. On 9 January 2013, 

14 activists, including 8 bloggers and netizens were sen-

tenced to terms ranging from 3 to 13 years in prison – a 

collective total of 113 years behind bars. They were char-

ged under clauses 1 and 2 of Article 79 of the Penal Code 

with „participation in an attempt to overthrow the people’s 

administration“ and „organization of an attempt to overth-

row the people’s administration“.

Constant monitoring creates pressure for self-censorship 

by activists whose families come under offi cial pressure. 

Yet despite everything, the Vietnamese web remains enor-

mously active. For one thing, the Party does not have the 

capability to monitor the entire web. And authorities can-

not new blogs from springing up.

 

Some bloggers use anti-monitoring tools, such as proxies, 

in order to keep up their activities. And many are defi antly 

posting under their real names,  or publicly denouncing 

the offi cial campaign against them. In the words of an ad-

ministrator of Danlambao: „Nobody can shut our mouth or 

stop our freedom of expression. This is our mission, we will 

continue at any cost. 7“

 

Technical solutions

In order to protect their anonymity in a country where 

the network infrastructure does not allow interception of 

encrypted communications (meaning no Deep Packet 

Inspection), Vietnamese bloggers have every reason to 

use encryption. Consequently, VPN is a better option than 

proxies. The latter enable bypassing of access blockage, 

but – unlike VPN – do not encrypt.

 

Temporary or disposable email services are a good way to 

preserve anonymity. Use of anonymous and secure email 

services such as Riseup.net or hushmail, coupled with 

PGP encryption, can also be useful.

 

Telephone or VOIP conversations should be avoided. Viet-

namese surveillance is also physical. One of the methods 

used to intercept these conversations is to use a long-

range microphone in the vicinity of a suspected activist’s 

home.

 

Use of instant messaging services, such as Google chat, 

ICQ, IRC, or Yahoo!, coupled with encryption software 

such as OTR, can defeat this kind of surveillance. A great 

advantage of OTR is that no trace of the message history 

remains on a user’s device.

 

For more information, read our Online digital kit

6 http://en.rsf.org/vietnam-arrests-surveillance-and-18-07-2012,43061.html 6 http://fi nance.yahoo.com/news/under-fi re-vietnamese-blogger-vows-dissent-093346513.

html

http://en.rsf.org/
http://surveillance.rsf.org/en/glossary/#mitm
http://en.rsf.org/vietnam-court-upholds-long-jail-sentences-28-12-2012,43848.html
http://en.rsf.org/vietnam-court-sentences-four-netizens-and-20-01-2010,36156.html
http://en.rsf.org/vietnam-court-to-begin-hearing-blogger-20-11-2012,43701.html
http://www.bachdang.org/
http://quanlambao.blogspot.fr/
https://riseup.net/en
https://www.hushmail.com/services/hushmail/
http://www.cypherpunks.ca/otr/
http://www.wefightcensorship.org/
http://en.rsf.org/vietnam-arrests-surveillance-and-18-07-2012,43061.html
http://fi nance.yahoo.com/news/under-fi re-vietnamese-blogger-vows-dissent-093346513.html
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CYBER-
CENSORSHIP 
IN 2012 – AN 
OVERVIEW
 

Key events in Internet censorship and surveillance

in 2012 and fi rst two months of 2013

INTERNET GOVERNANCE AND NET 

NEUTRALITY

UN Recognition of the right to freedom of expression 

on the Internet

The United Nations Human Rights Council affi rmed the 

right to freedom of expression on the Internet for the fi rst 

time in a resolution on 5 July 2012, taking the position that 

„the same rights that people have offl ine must also be pro-

tected online (...) regardless of frontiers and through any 

media.“ The resolution called on all countries „to promote 

and facilitate access to the Internet and international coo-

peration aimed at the development of media and informa-

tion and communications facilities in all countries.“

 

World Conference on International Telecommunica-

tions (WCIT)

Different visions of Internet governance and, indirectly, 

the future of online news and information competed and 

clashed at the World Conference on International Tele-

communications, which the International Telecommunica-

tion Union (ITU) staged in Dubai in December 2012. At the 

end of the conference, fewer than half of the ITU’s member 

countries (89 out of 193) signed a new treaty revising the 

International Telecommunications Regulations (ITR).

 

A coalition of 55 countries, including the United States 

and European Union countries, refused to sign it on the 

grounds that some of its provisions on spam management 

and Internet security, and a separate text that was adop-

ted in a chaotic manner, Internet Resolution PLEN/3, would 

be used by countries that traditionally control the Internet 

to justify their censorship, fi ltering and blocking. The lack 

of civil society participation and procedural transparency 

was strongly criticized by many NGOs, with support from 

UN Special Rapporteur for Freedom of Expression and 

Opinion Frank La Rue.

 

The Dubai summit should have been used to defend the 

Internet as a place of freedom, as a place for the free ex-

change of views and information. But instead it highlighted 

the fi ght between different countries for infl uence over the 

Internet. More information: Centre for Technology and De-

mocracy and an analysis of the new ITR by Access.

 

EU rejects Anti-Counterfeiting Trade Agreement

On 4 July 2012, the European Parliament rejected the Anti-

Counterfeiting Trade Agreement (ACTA), which threatened 

fundamental online freedoms including access, freedom 

of information, Net Neutrality, innovation, and the sharing 

of free technology. Its rejection was a victory for citizen 

campaigning, which was mobilized by advocacy groups 

such as La Quadrature du Net and Panoptikon.

 

Netherlands and Slovenia back Net Neutrality 1, Brazil 

drags its feet

In December 2012, Slovenia followed Netherlands and 

Chile in adopting a law that enshrines Net Neutrality and 

prohibits Internet Service Providers from discriminating 

against any kind of online traffi c.

 

But adoption of a proposed Internet „Civil Framework“ law 

continues to be postponed in Brazil because of pressure 

from the fi lm and music industries. Widely supported by 

Brazilian civil society, which regards it as a model law, the 

so-called „Marco Civil“ would defi ne the rights and res-

ponsibilities of the state, Internet Service Providers (and 

other technical intermediaries) and Internet users as re-

gards Internet usage, copyright and personal data pro-

tection, while safeguarding Net Neutrality, privacy and the 

free fl ow of information online.

 

1 See glossary

http://www.techdirt.com/articles/20121214/14133321389/who-signed-itu-wcit-treaty-who-didnt.shtml
http://www.itu.int/en/wcit-12/Documents/final-acts-wcit-12-fr.pdf
http://fr.rsf.org/l-avenir-d-internet-en-jeu-a-la-10-12-2012,43775.html
http://www.ohchr.org/FR/NewsEvents/Pages/DisplayNews.aspx?NewsID=12903&LangID=E
https://www.cdt.org/pr_statement/consensus-crumbles-nations-split-internet-governance
https://www.accessnow.org/blog/2012/12/14/wcit-watch-analysis-of-the-new-itrs-part-i#When:22:26:33Z
http://fr.rsf.org/union-europeenne-finissons-en-avec-acta-l-ue-doit-02-07-2012,42931.html
http://www.laquadrature.net/
http://panoptykon.org/
http://www.edri.org/edrigram/number11.2/slovenia-net-neutrality
http://fr.rsf.org/IMG/pdf/rapport_bre_sil.pdf
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Filtering violates fundamental rights

In a decision against Turkey on 18 December 2012, the 

European Court of Human Rights ruled for the fi rst time 

that blocking a website violated article 10 (on freedom of 

expression) of the European Convention on Human Rights.

 

The Strasbourg-based court said: „The Internet has now 

become one of the main means for individuals to exer-

cise their right to freedom of expression and information; 

it offers essential tools for participating in activities and 

debates on political matters and issues of public interest.“ 

 

The Court of Justice of the European Union already ruled 

on 24 November 2011 that generalized content fi ltering 

violates fundamental rights.

 

Internet companies stress transparency

The latest issue of Google’s „Transparency Report“, re-

leased in November 2012, points to a big increase in go-

vernment surveillance. Google said government requests 

for user data had risen steadily since the publication of its 

fi rst Transparency Report. In June 2012, Google voiced 

concern about an increase in requests for the removal of 

pages with political content. The country by country evo-

lution of user data requests can be seen here and removal 

requests can be seen here.

 

Google’s transparency initiative has been adopted by 

others. Twitter launched its own transparency report in 

July 2012. It focuses on user data requests by govern-

ments (the United States made the most requests) and on 

content removal requests by governments or copyright 

holders. Twitter has also undertaken to leave a „Tweet wit-

hheld“ message whenever a Tweet is removed in response 

to a complaint from a copyright holder and to send a copy 

of each takedown notice to the Chilling Effects website.

 

LEGISLATIVE OFFENSIVES
 

More surveillance to ensure cyber-security?

Repressive legislative initiatives by authoritarian regimes 

have been compounded by parallel initiatives in countries 

that claim to be democratic and to respect individual free-

doms. The latter are all the more disturbing as they pro-

vide authoritarian regimes with justifi cation for their own 

initiatives.

 

Britain

The British Communications Data Bill will have to be re-

vised after Deputy Prime Minister Nick Clegg announced 

in December 2012 that he would block it. The version of 

the bill that was published in the spring of 2012 would give 

the police and intelligence services extensive access to 

phone records, emails and Internet browsing history on 

the grounds of the need to combat terrorism and other 

serious crimes.

 

United States

Opponents of the proposed Cyber Intelligence Sharing 

and Protection Act of 2011 (CISPA) say it will allow privacy 

to be violated in order to protect cyber-security. Although 

it seemed to have broad support in the US Congress, it 

caused such an outcry that substantial revisions were 

made to increase protection for privacy, the White House 

threatened a veto and a sizeable number of representa-

tives ended up voting against it. A new version of CISPA 

was resubmitted in January 2013 and could come before 

Congress as early as April 2013.

 

Netherlands

Claiming that anonymization tools such as Tor are ham-

pering the work of tracking down cyber-criminals and 

pedophiles, the Dutch government has been pressuring 

legislators to pass a law that will reinforce police cyber-sur-

veillance powers regardless of whether the target compu-

ter is located in the Netherlands or abroad. The proposed 

law would allow the police to remotely search computers, 

install spyware and delete illegal content without having to 

submit a legal assistance request to the country concer-

ned if the target computer is located abroad. Read the 

Electronic Frontier Foundation analysis.

 

http://hudoc.echr.coe.int/sites/fra/pages/search.aspx?i=001-115705
http://hudoc.echr.coe.int/sites/fra/pages/search.aspx?i=001-115705
http://en.rsf.org/european-union-eu-court-says-internet-filtering-28-11-2011,41472.html
%E2%80%9ETransparency%20Report%E2%80%9C,
http://www.telerama.fr/medias/google-inquiet-par-la-censure-politique-sur-internet,83298.php
http://www.google.com/transparencyreport/userdatarequests/
http://www.google.com/transparencyreport/removals/government/
http://blog.twitter.com/2012/07/twitter-transparency-report.html
leave%20a%20%E2%80%9ETweet%20withheld%E2%80%9C
http://www.chillingeffects.org/twitter
http://www.bbc.co.uk/news/uk-politics-20668953
http://fr.rsf.org/royaume-uni-la-surveillance-generalisee-des-02-04-2012,42230.html
http://thehill.com/blogs/hillicon-valley/technology/285773-rogers-aiming-for-markup-on-cyber-information-sharing-bill-in-april
https://www.torproject.org/
https://www.bof.nl/2012/10/18/dutch-proposal-to-search-and-destroy-foreign-computers/
https://www.eff.org/deeplinks/2012/10/dutch-government-proposes-cyberattacks-against-everyone
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Philippines

The supreme court of the Philippines voted unanimously 

on 9 October 2012 to stay implementation of the Cyber-

crime Prevention Act 2012 (Republic Act No, 10175) after 

receiving more than a dozen petitions asking it to rule on 

the law’s constitutionality. Reporters Without Borders calls 

for its repeal because its attempt to combat cyber-crime 

poses a major threat to freedom of information. Online de-

famation was added to the law’s list of „cyber-crimes“ at 

the last minute, before adoption.

 

Malawi

The Media Institute of Southern Africa (MISA) has criti-

cized a government attempt to regulate and control online 

publications in the form of a so-called E-Bill that would 

force online publication editors to publish their names, 

addresses and phone numbers and would create a cy-

ber-police with the job of monitoring the Internet for illegal 

activity.

 

Peru

A proposed cyber-crime law is likely to restrict online free-

dom. On the initiative of the NGO Access, university aca-

demics and civil society representatives have written an 

open letter to parliament criticizing the bill.

 

Iraq

In January 2012, the Iraqi parliament repealed a cyber-

crime law that was criticized for its overly broad defi nition 

of the crimes it intended to punish (for example, “viola-

ting religious, moral and social principles”) and for draco-

nian penalties that included life imprisonment for using a 

computer to besmirch the country’s reputation. Read the 

Access Now analysis.

 

Protecting minors, the perfect pretext

 

Russia

In the name of „protecting minors“, a federal govern-

ment agency began on 1 November 2012 to compile a 

blacklist of „harmful“ websites liable to be blocked without 

reference to a court and without any right of defence. The 

vague and broad defi nition of the targeted content (porno-

graphy, extremism, defending suicide, encouraging drug 

use and so on) and the supervisory body’s lack of inde-

pendence open the way to overblocking. Age category 

labelling – “banned for minors under the age of” 6, 12, 16 

or 18 – was also imposed on all news websites. A bill ban-

ning online censorship circumvention tools has also been 

submitted to a Duma committee.

 

Canada

Draft Federal Law C-30, also known as the Protecting 

Children from Internet Predators Act, which the public 

safety ministry submitted to parliament on 14 February 

2012, would place Internet users under close surveillance. 

It would allow the police to request phone records without 

fi rst seeking a court warrant. Internet Service Providers 

and mobile phone operators could be forced to install 

surveillance devices and record subscribers’ communica-

tions. The police could also, without a court warrant, install 

a device that could capture the IP address of any device 

connected to the Internet.

Copyright v. online freedom of expression

 

United States

The proposed „Stop Online Piracy Act“ (SOPA) and «Pro-

tect IP Act» (PIPA) elicited a great deal of domestic and 

international criticism of the danger of unprecedented 

Internet censorship. Their opponents said they would pre-

judice countless Internet users who had never violated 

intellectual property by forcing websites to block access 

to other sites accused of vaguely defi ned copyright viola-

tions. The bills were fi nally shelved, but for how long?

 

http://fr.rsf.org/philippines-la-loi-sur-le-cybercriminalite-une-09-10-2012,43505.html
http://www.gov.ph/2012/09/12/republic-act-no-10175/
https://www.accessnow.org/page/s/stop-cyber-martial-law
http://raissarobles.com/2012/09/18/who-inserted-that-libel-clause-in-the-cybercrime-law-at-the-last-minute/
http://www.mw.misa.org/index.php?option=com_content&view=article&id=136:malawi-alert-bill-puts-online-freedom-of-expression-in-cross-hairs-
http://advocacy.globalvoicesonline.org/2012/07/27/peru-concerns-over-computer-crime-bill/
https://www.accessnow.org/page/-/docs/Peru%20Open%20Letter%20-%20Spanish.pdf
https://www.accessnow.org/blog/iraqs-internet-on-the-brink
http://fr.rsf.org/russie-entree-en-vigueur-d-une-liste-01-11-2012,43626.html
http://en.rsf.org/russia-freedom-of-information-threatened-13-07-2012,43019.html
http://www.parl.gc.ca/HousePublications/Publication.aspx?Docid=5380965&file=4
http://fr.rsf.org/etats-unis-reporters-sans-frontieres-ferme-17-01-2012,41696.html
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Panama

In September 2012, parliament passed Law 510, which 

restricts freedom of expression and access to online infor-

mation and creates a General Directorate for Copyright 

with the task of tracking down violators and imposing 

heavy fi nes on them without reference to a court. NGOs 

and civil society representatives wrote an open letter to 

President Ricardo Martinelli urging him not to sign what 

they called the „worst copyright protection law in history“. 

Read comments by netizens on Global Voices.

 

Other disturbing legislation

In Malaysia, an amendment to the 1950 Evidence Act 

makes Internet service operators automatically liable for 

any posted content or content transiting through their 

services that is deemed to be defamatory. Owners and 

managers of Internet cafés and blog platforms are among 

those affected by this presumption of guilt. The Centre 

for Independent Journalism organized an online protest 

against the amendment.

 

 

ALL-OUT FILTERING
 

International fi ltering

Censorship of the anti-Islamic video „Innocence of Mus-

lims“ infl icted major collateral damage on access to online 

information. The fi ltering and blocking measures ordered 

in many countries often resulted in suspension of access to 

YouTube and in some cases, all communications. Whether 

as a result of court or administrative decisions, the video 

has probably been blocked in more countries than almost 

any other piece of online content ever. The countries that 

blocked it include Saudi Arabia, Afghanistan, Pakistan, 

Bangladesh, Egypt, Turkey, Russia, Kazakhstan, Kyrgyzs-

tan, India and Bahrain.

 

China – race against the clock

China’s censors had their hands full in recent months 

trying to block the online dissemination of sensitive sto-

ries, including:

- The New York Times story on Wen Jiaobo’s fortune

- Opposition to censorship of a New Year editorial in the 

newspaper Nanfang Zhoumo that called for constitutional 

reforms in China

- The many cases of self-immolation in Tibet

- Corruption

- Criticism of the government’s handling of fl ooding in the 

summer of 2012.

 

Censorship was intensifi ed in the run-up to the Communist 

Party Congress that appointed a new generation of rulers 

and put Xi Jinping in charge.

 

Massive Internet censorship in Tajikistan

In 2012, there were several waves of blocking of leading 

news websites such as Asia Plus, RIA-Novosti, Lenta.ru, 

Fergananews.com, Centrasia.ru, and the BBC, as well 

as YouTube and Facebook. The National Telecommuni-

cations Agency is now in the habit of issuing orders to 

Internet Service Providers to block access to any sensitive 

content such as news analyses questioning the govern-

ment’s stability, reports of armed clashes or criticism of 

the president on social networks.

 

Mass blocking in Kazakhstan

Sham legal proceedings were used in December 2012 

to ban Kazakhstan’s leading opposition media on the 

grounds of alleged „extremism“. This resulted in the bloc-

king of all websites carrying the online versions of the 

newspaper Vzglyad and the Respublika network of news-

papers, as well as their social network accounts. The on-

line TV station K+ and the news portal Stan.tv were also 

blocked.

 

http://tecnomenia.com/2012/09/ley510-internacionalmente-la-peor-ley-de-copyright-creada-en-la-historia.html
https://www.accessnow.org/blog/civil-society-calls-for-panamanian-president-to-halt-dangerous-copyright-bi
http://globalvoicesonline.org/2012/09/28/panama-controversial-510-copyright-bill-approved/
http://globalvoicesonline.org/2012/09/28/panama-controversial-510-copyright-bill-approved/
http://cijmalaysia.org/
http://www.freemalaysiatoday.com/category/opinion/2012/08/08/cij-launches-internet-blackout-day/
http://fr.rsf.org/censure-d-un-film-anti-islam-26-09-2012,43411.html
http://www.nytimes.com/2012/10/26/business/global/family-of-wen-jiabao-holds-a-hidden-fortune-in-china.html?pagewanted=all&_r=0
http://fr.rsf.org/chine-affaire-des-voeux-du-nouvel-an-les-11-01-2013,43906.html
https://www.wefightcensorship.org/fr/censored/chine-lincident-voeux-du-nouvelhtml.html
http://fr.rsf.org/chine-quatre-jeunes-tibetains-condamnes-04-10-2012,43486.html
http://fr.rsf.org/chine-interdiction-et-censure-des-26-07-2012,43115.html
http://fr.rsf.org/chine-rsf-demande-a-l-union-europeenne-14-11-2012,43679.html
http://fr.rsf.org/tadjikistan-l-un-des-plus-importants-sites-d-25-07-2012,43108.html
http://news.tj/
http://fr.rian.ru/
http://lenta.ru/
http://www.fergananews.com/
http://www.centrasia.ru/
http://www.bbc.co.uk/
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In India, censorship to suppress rumours?

In an attempt to halt violent inter-ethnic unrest, the Indian 

authorities ordered Internet Service Providers to block ac-

cess to more than 300 pieces of online content in August 

2012. Some did encourage violence by relaying baseless 

rumours, but others, such as content on the websites of 

AFP, Al-Jazeera and the Australian TV station ABC, just 

consisted of straightforward news photos or news stories. 

See the list of blocked content published by the Centre for 

Internet and Society.

 

Pakistani electronic Great Wall – fact or fi ction?

Plans for a national Internet fi ltering and blocking system 

intended to block access to millions of „undesirable“ web-

sites using Deep Packet Inspection (DPI) were revealed in 

early 2012. The Daily Times reported that the National ICT 

Research and Development Fund, an offshoot of the infor-

mation technology ministry, issued an invitation to submit 

bids for the creation of the system, expected to cost 10 

million dollars, and that several international companies 

responded. A petition was launched urging companies 

not to respond. Statements by offi cials opposing the pro-

ject were subsequently reported by the media. Pakistan 

civil society remains vigilant.

 

 

RESTRICTED ACCESS?
 

Two billion people worldwide now have Internet access 

but, for a third of them, access is limited by government 

censorship, fi ltering and surveillance. Infrastructural deve-

lopment problems and purely political considerations so-

metimes limit expansion of access.

 

National Internet in Iran

In September 2012, the government accelerated the crea-

tion of a national Internet with a high connection speed 

but entirely monitored and censored. The grounds cited 

for speeding up implementation was a wave of cyber-at-

tacks on Iran’s nuclear installations. All Iranian websites 

are eventually supposed to be hosted on local servers. 

Applications and services such as email, search engines 

and social networks are to be developed under govern-

ment control. So far only government offi ces are connec-

ted to this national Internet, but it is feared that eventually 

all Iranian citizens will have no choice but to follow suit. 

(See the Iran chapter of „State enemies“.)

Frequent Internet cuts in Syria

Internet and telephone are often deliberately cut in targe-

ted locations, in addition to cuts due to power blackouts. 

Syria was completely disconnected from the Internet for 

about two days at the end of November 2012, at a time 

when the regime was accused of planning a nationwide 

massacre.

 

High-speed fi bre-optic broadband fi nally in Cuba?

Completed in 2011, the submarine fi bre-optic broadband 

cable from Venezuela to Cuba was fi nally put into service 

in August 2012, the network specialist company Renesys 

reports. But Global Voices quoted the government daily 

Granma as saying that, although the test phase has been 

completed, Cubans should not expect a dramatic increase 

in the availability of Internet access in the short term. Until 

then, Cuba was using very limited satellite connections to 

access the international Internet (see the Cuban chapter of 

the 2012 Enemies of the Internet report).

 

Regional discrimination

Suspension of Internet access and telecommunications 

are common in Tibet and Xinjiang during periods of crisis 

(see the China chapter of the 2012 Enemies of the Internet 

report).

 

At the behest of the government of India’s northern state 

of Jammu and Kashmir, telephone operators suspended 

service in the Kashmir Valley last August, on the anniver-

sary of India’s independence, which is always a sensitive 

time.

 

In Pakistan, mobile phone networks were temporarily dis-

connected in the southwestern province of Balochistan on 

the anniversary of the country’s independence in August 

2012.

 

http://fr.rsf.org/inde-violences-communautaires-le-29-08-2012,43290.html
http://kafila.org/2012/08/23/full-text-the-indian-governments-recent-orders-to-internet-service-providers-to-block-websites-webpages-and-twitter-accounts/
http://www.scribd.com/doc/103688733/18-August
http://www.abc.net.au/news/2012-08-24/abc-news-online-blocked-in-india/4221578
http://cis-india.org/internet-governance/blog/analysing-blocked-sites-riots-communalism
http://www.dailytimes.com.pk/default.asp?page=2012%5C02%5C26%5Cstory_26-2-2012_pg5_8
http://ictrdf.org.pk/RFP-%20URL%20Filtering%20%26%20Blocking.pdf
http://signon.org/sign/censorship-is-big-business?source=c.url&r_by=1898072
http://www.youtube.com/watch?v=oUxVayH1RHI&list=HL1333351470&feature=mh_lolz
http://tribune.com.pk/story/352172/it-ministry-shelves-plan-to-install-massive-url-blocking-system/
http://www.bbc.co.uk/news/technology-20546302
http://www.renesys.com/blog/2013/01/cuban-mystery-cable-activated.shtml
http://laredcubana.blogspot.com/2013/01/cuban-government-acknowledges-test-of.html
http://en.rsf.org/chine-tibet-cut-off-from-the-rest-of-the-23-02-2012,41930.html
http://en.rsf.org/china-china-12-03-2012,42077.html
http://www.nation.com.pk/pakistan-news-newspaper-daily-english-online/editors-picks/20-Aug-2012/phone-services-cut-to-counter-terror-threats
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NETIZENS TARGETED
 

Tributes

A total of 47 netizens and citizen-journalists were killed in 

2012, most of them in Syria. They act as reporters, photo-

graphers and video-cameramen, documenting their daily 

lives and the government’s violent crackdown. Without 

them, the Syrian government would be able to impose a 

complete news blackout in some regions and carry out 

massacres undetected.

 

In Iran, the blogger Sattar Beheshti died in unknown cir-

cumstances following his arrest on 31 October 2012. The 

available information suggests that he died from blows 

received during interrogation. No one has been arrested 

for his death.

 

In Bangladesh, the blogger Ahmed Rajib Haider was hac-

ked to death near his home in the capital, Dhaka, on 15 

February 2013.

 

In Pakistan, the 14-year-old blogger Malala Yousufzai 

only narrowly survived being shot in the head by Taliban 

gunmen on 9 October 2012.

 

Mass arrests

About 180 netizens are currently detained in connection 

with their provision of news and information. The world’s 

fi ve biggest prisons for netizens are China (with 69 detai-

ned), Oman (32), Vietnam (31), Iran (20) and Syria (18).

 

Mass arrests and raids on news outlets have taken place 

not only in Syria but also in the Sultanate of Oman and in 

Iran, on „Black Sunday“. In Sri Lanka, nine employees of 

the online newspaper Sri Lanka Mirror were arrested in a 

raid in July 2012.

 

Vietnam continues to arrest netizens and give them long 

prison sentences. The well-known blogger Dieu Cay got 

12 years. In China, Tibetan monks are jailed for trying to 

inform the outside world about the many cases of self-im-

molation. Azerbaijan goes after bloggers who stray from 

the offi cial line.

 

The conditions in which netizens are imprisoned are often 

appalling and mistreatment is frequent. Some detainees, 

especially in Iran, are denied the medical treatment they 

need and risk dying in detention.

 

Threats and violence

Nineteen bloggers were openly threatened on Islamist 

websites and at demonstrations in Bangladesh in Februa-

ry 2013 in connection with the trial of several former lea-

ders of Islamist parties including Jaamat-e-Islami on war 

crimes charges.

 

The „Courage for Tamaulipas“ Facebook page, which 

covers organized crime violence in the Mexican state of 

Tamaulipas, angered drug traffi ckers, who are offering 

600,000 pesos ($46,000) to anyone who could identify the 

page’s editor or the editor’s family.

 

Ruy Salgado, a Mexican blogger who ran El Santuario, a 

website famous for its coverage of corruption, gave up his 

online activities because of the threats he was getting.

 

The families of netizens, especially those who are de-

tained, are often subject to harassment, pressure and 

threats. This is the case in Iran, especially for the families 

of Iranian journalists and bloggers who are based abroad, 

and in Vietnam.

 

Imprisoned Vietnamese blogger Ta Phong Tan, the crea-

tor of the „Justice and Truth“ blog, suffered a additional 

blow last July when her mother took her own life by setting 

herself on fi re outside the headquarters of the People’s 

Committee in Bac Lieu, Tan’s home province, in an act of 

despair about the way Tan was being treated. Tan is now 

serving a 10-year jail sentence.

 

Trial of WikiLeaks source Bradley Manning

US Army Private Bradley Manning confessed before a 

court martial on 28 February 2013 that he passed military 

and diplomatic fi les to WikiLeaks, including US embassy 

cables, the fi les of Guantanamo detainees and videos of 

air strikes in which civilians were killed, in particular the 

„Collateral Murder“ video that showed a US helicopter 

crew killing Reuters journalists.
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http://edition.cnn.com/2012/10/10/opinion/ghitis-malala-yousufzai
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He said his motive was to enlighten the public about what 

goes on and to „spark a debate about foreign policy“. 

He explained that he initially tried to give the fi les to the 

New York Times and Washington Post but could not fi nd 

anyone who seemed interested. He also claimed that he 

chose the material with care in order to ensure that it would 

not cause any harm.

 

Manning is facing up to 20 years in prison. Many NGOs 

have criticized the conditions in which he was being held 

as humiliating.

DataCell, a company that collected donations for Wiki-

Leaks, meanwhile complained to the European Commis-

sion about Visa Europe, MasterCard Europe and Ameri-

can Express after they stopped processing donations for 

WikiLeaks in December 2010. In a preliminary decision in 

November 2012, the commission said a block on proces-

sing donations for his organisation by credit card compa-

nies was unlikely to have violated EU anti-trust rules.

 

NETIZENS FIGHT BACK
 

In the face of offensives by governments and interests 

groups seeking to control the Internet, netizens and online 

news providers have sought to organize, campaign and 

resist with varying degrees of success.

 

The most noteworthy initiatives of recent months include:

 

 - The phenomenon of Internet memes, content that 

passes rapidly from person to person online, going „viral“ 

and often evolving in the process, in a form of sponta-

neous online popular culture. They typically use humour 

and Photoshop editing to make fun of social or political 

issues and, in countries such as China, to evade fi ltering 

by censors. Chinese examples include Grass Mud Horse, 

which uses wordplay in a popular song to mock cen-

sorship, and the artist Ai Weiwei’s sunfl ower seeds.

- The online resistance to censorship of the Chinese 

newspaper Nanfang Zhoumo’s New Year editorial calling 

for constitutional reforms.

- The role played by WCITLeaks in promoting transpa-

rency during the negotiations over a new International Te-

lecommunication Union treaty at the World Conference on 

International Telecommunications in Dubai in December 

2012.

- The campaign by the French advocacy group La 

Quadrature du Net against the Anti-Counterfeiting Trade 

Agreement (ACTA).

- The fi rst Stop Cyber Spying campaign, a week of online 

protest in the United States against the proposed Cyber 

Intelligence Sharing and Protection Act of 2011 (CISPA), 

and the new Stop Cyber Spying campaign in response to 

the proposed Cybersecurity Act of 2012 (CSA).

- The Save Your Voice campaign by civil society and 

Internet users in India to demand repeal of the IT Rules, 

legislation that limits online freedom of expression. Two 

cyber-activists even went on hunger strike.

- The blackout of 500 websites in Jordan on 29 August 

2012 to protest (#BlackoutJO and #FreeNetJO) against 

repressive amendments to the press and publications law.

- The Stop Online Spying campaign that the Canadian 

advocacy group Open Media launched last September 

with a petition against the C-30 bill.

- The campaign for Internet freedom in Azerbaijan wa-

ged by the ExpressionOnline coalition and other groups 

during the Internet Governance Forum in Baku in Novem-

ber 2012.

 

Send us information about the campaigns to defend on-

line freedom of expression and information that have im-

pressed you most.
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